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Abstract -- A system level fault injection experi-
ment measuring changes in probability of failure
and error propagation as afunction of failure accel-
eration. It demonstratesthat: (1) Probability of fail-
ure increases with failure acceleration, and (2)
Error propagation decreases with failure accelera-
tion.

|. INTRODUCTION

In the past decade fault injection has grown into a
research area of its own standing in the dependable
computing area. Research in system level fault injec-
tion as a means for evaluating and studying systems
[Chillarege89, Arlat90] were quickly supported by
numerous fault injection platforms to conduct experi-
ments [Barton90, Kanawati95], methods of analysis
and experimentation [Gunneflo89, Goswami93,
Rosenberg 94] and studies in error propagation
[Devarakonda90, Hiller0l], and the list goes on and
on.

This paper reports on a specific aspect of conducting
fault injection experiments, called failure acceleration
[Chillarege89]. The concept was proposed at the
beginning of the system fault injection era more than
ten years ago. This experimental work was done in the
late 80s’ [Devarakonda90] but remained hidden in a
research report succumbing to idiosyncrasies and pri-
orities of an industrial life led by the different authors.

Failure Acceleration provides a theory and means to
conduct fault-injection experiments so that the results
from such an experiment can be related to probabilities
of failure in the real world. Other disciplines of engi-
neering such as mechanical and civil engineering have
well developed acceleration methods for reliability
measurement. As the area of computer and software
engineering matures, and tools such as fault-injection
become aregular practicein the discipline, the need for
methods of failure acceleration and reliability mea-
surement is felt more strongly. This paper examines
the failure acceleration theory, proposed in ‘89, and
provides empirical evidence of its workings.

We believe the results are fundamental, and thus this
paper, inspite of the age of this experiment.
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II. FAILURE ACCELERATION, REVISITED

Failure Acceleration is defined by a set of rules that
forces fault injection experiments to push the limits of
the measurement on the probability of failure.

Figure 1. shows the system in three states, a good
state, an error state and a failed state. Concisely failure
acceleration is achieved when:

FaultLatency® 0
ErrorLatency® 0O
p(F)® 1

Where p(F) is the probability of a fault casuing a
failure. The above conditions can be stretched so long
as the semantics of the fault model are not altered in
the process of altering the controls: namely, the fault
injected, and the environment.

In a fault injection experiment, one constructs a
fault, injects it into the system and then waits for the
system to fail. This would amount to one run of the
fault injection experiment. It is not necessary that each
of the fault injections cause afailure. Since it is always
possible that the error condition created by the injected
fault is compensated for, and disappears. On the other
hand, the error condition can lay latent for along time,
and not cause a failure during the time allocated for
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Figure 1. Failure Acceleration, implies that the
fault and error latency is minimized, while the
probability of afault causing afailureis
increased.Thus measurements from accelerated
experiments should yield measurement that
approach the limits of these probabilities.
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observation in the experiment.

Thus, the measure of probability of failure which is
computed after a series of fault injection runs, has fac-
tored into it the practices followed in conducting the
experiment. How then, do we determine these prac-
tices, and relate the results computed from such experi-
ments into real life?

This is why the theory of failure acceleration is
important. It gives us a model to construct the experi-
ments, and proposes a way to push the dynamics of the
experiment, so that the results from it can be useful and
realistic.

Some of the important questions that need to be
asked of afault injection experiment are: what kind of
fault does one inject? Is it adequate to inject an error?
Once injected, how long does one wait to determine
whether or not the system has failed? Since fault injec-
tion measurements create censored data, we need to
have a means of ensuring that the design of an experi-
ment approaches limitsin a predictable fashion.

In Figure 1. it is evident that maximizing the proba-
bility of failure involves maximizing the transition into
the error state, and the failure state, and minimizing the
others. This, plainly is the goal of failure acceleration.
The controls in the experiment are primarily the fault
which isinjected, and the workload environment. They
can be varied widely, provided, the fault model used
for fault-injection is not compromised.

To achieve acceleration the fault size could be
altered, so long as the fault model is not altered. For
instance, a large fault can be inserted, which increases
the probability of failure, but the size is limited to the
extent, say a single fault model does not get distorted
to a multiple fault model.

The other control is workload. Increasing the usage
in a system decreases error latency in addition to
effecting several other system parameters. Managing
the workload for acceleration is also much easier, and
in this experiment we use this as the primary method to
alter accleration.

When a system is maximally accelerated, the fault
and error latencies would be the smallest, and the prob-
ability of failure, highest. Then the measurements from
the experiment would approach the worst case situa-
tion in the field. As a side benefit, the duration of each
experimental run would also be shortened. And, conse-
guently the chances of censoring the data prematurely,
minimized.

Error propagation is a side effect that can have
unpredictable results in the measurements, and there-
fore is worthy of some discussion and analysis. Error

propagation spreads the error state to components that
were not intended to be injected to a fault. The main
culprit of error propagation is error latency. The longer
the system is in error, but working, the error can cor-
rupt system state making the traceability of failure
harder. Acceleration shortens error latency, and
thereby minimizes the degree of propagation.

In the original work on failure propagation, the sys-
tem was evaluated using close to maximum accelera-
tion. However, the study itself did not investigate the
process of acceleration at different levels, nor study
propagation in any detail. Thus, the importance of this
experiment and study to investigate the theory.

I1l. THE EXPERIMENT

A. Fault Models from Field Failure Data

We looked at software errors (severity 1 and 2, on a
scale of 1 to 4) from IBM's Virtual Storage Access
Method (VSAM) product. VSAM could be considered
a file system and a reasonable approximation to what
we did not have in terms of failure data on Network
File System (NFS). The data covered an aggregate of a
few thousand machine years. The study was conducted
similarly to the work done by Sullivan, Christmansson
and Chillarege [Sullivan9l, Christmansson96] which
studied failure data from IBM logs. Results of our
study revealed that approximately 80% of all faults
recorded (regardless of whether they were caused by
hardware or software failures) manifest as addressing
errors such as incorrect pointers, zero pointers, bad
address, overlays and incorrect size and length data.
The remaining 20% of the errors were caused by syn-
chronization failures.

We used a packet-based injection scheme which cor-
rupted fields in the NFS packets. The four types of
request - Read, Readdir, Create, and Write makeup
between 43%-57% of all requests made to an NFS
server and represent a close approximation to the vari-
ous types of addressing errorsin our fault mode. Create
and Write packets contain pointers to data which can
be corrupted to mimic pointer errors and cause over-
lays. The Read, Readdir, and Write packets contain
offset and size fields which can be corrupted to repro-
duce the remaining types of addressing errors.

We injected errors, that is, corrupted values from the
nominal value. By definition, the fault latency is zero,
satisfying rule 1 of failure acceleration. The size of the
faults varied in displacement sizes from 8 (small), to
256-64000 (medium), and >100,000 (large). The cor-
rupted fields were neither trivial nor unused and hel ped



satisfy rule 3, i.e. increase the probability that the fault
injected would cause a failure, thereby reducing the
chances of self repair.

B. Experimental Setup

One has to devise methods to inject the errors, and to
monitor critical resources and parameters in the experi-
ment. In this case, it needed kernel support, and utili-
ties to examine the system and application after fault
injection. Each of our experiment runs take a while.
Often an hour to setup, for cleanup after a failure, re-
initialization and getting the workload to the right
level. Thus, these system experiments are not fast to
run, unlike many of the fault injection experiments that
inject programs in a test harness, where thousands of
runs can be conducted. Therefore, much thought has
been given to the design of the experiment, fault mod-
els, injection methods, acceleration, and conducting a
matched pair of experiments so the numbers of runs
are not too many to gain the insight, and draw the con-
clusions we need to make.

Since we are also studying error propagation, an
additional number of utilities need to be run after the
experiment to access whether there was a case of error
propagation or not. Thus, the experiments are reason-
ably elaborate to set up and run.

C. Matched pair of experiments

A matched pair experiment allows a tighter confi-
dence interval, and reduces the total number of runsin
each set to make a binary decision. Each of the
matched sets consists of 55 fault injection experiments.
Thefirst set is conducted with low load, and the second
set with high load. A single fault is injected in each
experiment, and the state of the server and client appli-
cations is recorded, and separately whether or not there
was error propagation which caused the failure. At the
conclusion of the runs, the statistics are compared
between the two sets of runs.

D. Acceleration

Acceleration in this particular experiment is
achieved through increased workload. We have run
this experiment at two settings - one termed low and
the other high. The settings were determined by the uti-
lization of server resources (memory, 1/0, and CPU).
The high workload reflects a system that is just under
saturation (i.e. not saturated to the maximum). The low
workload is chosen to reflect a system that is busy but
can be clearly differentiated from the high case.

E. Workloads

Each client system participating in the experiment
ran a sequential workload that had only one process
(one thread of execution) active at a time. At the low
load level the server processed 32000 NFS service
requests, and at the high load around 72000 requests.
The processor utilization ranged 15% - 30% during
low load, and 25%-50% during the high load.

The workloads take about 20 minutes to run and the
following list illustrates what they are:

» Copying and compiling the source code of afairly
large UNIX command written in C. This workload
was created by the Information Technology Center
at Carnegie-Mellon University, to compare the
performance of remote file systems.

« Building dependencies for object code files for
compilation and maintenance of the 4.3BSD
UNIX kernel.

* Compilesthe 4.3BSD UNIX kernel. Each compi-
lation has 4 stages: macro processor, pass one of
the compiler, pass two of the compiler, and the
assembler.

A trace-driven file cache simulation. The trace is
read sequentially by the simulation program.

F. Failure categories

The failures are broadly divided into two categories:
server failures and client failures. It is rare that the cli-
ent crashes, although the programs being run by the
client do terminate. When nothing is detected for a
period of timein the range of 15-20 minutes, either vis-
ibly or through our failure detection scripts, we con-
clude that there was no failure caused due to the fault
injection. The cases that constitute a server or client
failure are:

1.SERVER FAILURE

 Server crash - the system running the NFS server
processes has crashed and needs to be rebooted.

* Server bad - the system running the NFS server has
not crashed, but it isin such a bad state that it
should be rebooted to return it to normal function-
ing.

2.CLIENT FAILURE

« Client program crash - the program running on a
client system has terminated, and therefore client
application isincomplete.

« Client program bad - program running on a client
system has gone into a bad state and possibly
hung. Therefore it cannot complete, or it com-
pletes, but with incorrect data.



G. Error Propagation

Error propagation is defined as afailure in a compo-
nent or a program that does not directly depend on the
one being fault-injected. In this experimental setup an
error propagation occurs when:
1.The NFS server crashes some time after com-
pletely processing the fault injected packet. The
fault injected packet creates a latent fault which is
triggered by some subsequent request packet.

2.The NFS server switches to a bad state after pro-
cessing a fault injected packet, thereby impacting
all theclients.

3.Aninjection in a packet sent by one client causes a

failure in another client.

The experiment was instrumented to distinguish
among the three types of error propagation. Type 1 is
detected by the server recording whether a response to
afault-injected packet is sent back to the client indicat-
ing completion of the request. Type 2 is detected from
the statistics and performance measures periodically
displayed by the systat program. Type 3 is detected
from logs that identify which of the client’s packets
were injected, versus those that failed.

IV. RESULTS

The results of this paper are summarized in two
tables that capture the essence of experiments on fault
injection and failure acceleration. Table 1 shows the
data on failures and failure classes, and Table 2, the
data on error propagation.

A. Failure Acceleration

There is a substantial difference in the fraction of
failures reported between low and high acceleration. In
this case, the probability of failure went up from 53%
to 65%. This drives home the point that increasing
acceleration increases the probability of failure. This
confirms the theory proposed in the concept of failure
acceleration.

These results are important because it tells us not
only how systems behave, but also guides us on con-
ducting experiments. The fact that the measured proba-
bility of failure is a function of the degree of
acceleration in the system is often overlooked by many
fault injection experiments. If so, then the interpreta-
tion of the results from an experiment cannot be trans-
lated meaningfully.

The theory also suggests that when a system is maxi-
mally accelerated, then these measures are likely to
reach limits of the system. While our experiment accel-

TABLE 1
FAULT INJECTION FAILURE STATISTICS

Matched Pair experiments, each with 55 runs, at two
levels of failure acceleration/load.
Fallure Modes Low Load: High Load:
15-20% CPU 25%-50% CPU
Utilization Utilization
Nos. % Nos. %
Server Failures 14 254% (17 30.9%
Client Failures 15 27.2% (19 34.5%
Tota Failures 29 52.7% (36 65.5%
No Failures 26 47.3% |19 34.5%

erates the failures, we have stopped shy of saturating
the system. It will be interesting for future work to
examine the saturation process in failure acceleration.

On a related note, it is interesting to compare this
maximum probability of failure, with those reported in
the first failure acceleration paper of ‘89. In both cases,
the system was just short of saturation and the proba-
bilities of failure were measured in the neighborhood
of 60%.

B. Error Propagation

Table 2 shows the data on error propagation. The
data is separated by whether error propagation was
noticed in the server or the client. The last two rows
show the total number of propagated failures versus
the total number of failures. The column showing per-
centages represents the percentage of failuresthat were
caused due to propagation. It is therefore computed
using the total number of failures in the denominator.

What is glaringly obvious is the decrease in error
propagation as a consequence of failure acceleration.
The fraction of failures that were due to error propaga-
tion decreased from 37% to 20%. This takes place
while the probability of failure goes up from 52% to
64%. To date, we are not aware of any results that
demonstrated this as clearly. It drives home a few
important points about failure acceleration and theory.

The decreasing of propagation makes sense when
one recognizes that the increase in acceleration should
decrease error latency. With decreased error latency,
there is less of a chance for errors to propagate, since
the system is exposed for a shorter duration of time.

Without the analysis of what happens to error
latency during acceleration, one could otherwise be
misguided to believe that the increase in workload may
cause propagation to increase which is not the case as



TABLE 2
ERROR PROPAGATION STATISTICS

The (%) column represents percent propagation, and is
computed as fractions of failures at each level. The
experiments are a matched pair of 55 runs each at two
levels of acceleration/load.
Error Propagation cate- | Low Load: High Load:
gory, i.e. falluresdue |15-20% CPU 25%-50% CPU
to propagation Utilization Utilization
Nos. % Nos. %
Server Propagation 6 20.6% |6 16.6
Client Propagation 5 17.2% |1 2.7%
Propagation Failures |11 37% 7 20%
Total No. Failures 29 36

evidenced in this experiment.

A not so obvious aspect of acceleration is that in the
process of reducing error propagation, we are also
forcing the system to react to the injected error closer
to the ““single fault model". In the limit case of zero
propagation, the system is reacting to only one instance
of the error; a valuable capability for fault-injection
evaluation.

V. SUMMARY

This experiment confirms the theory of failure accel-
eration, providing measurement and an insight into the
fault injection process. The value of this theory is that
it gives the experimentalist a clear and systematic
method to design experiments, such that empirical
results can be projected to limit probabilities of real
systems.

Specifically, the contributions are:

» Thefault injection experiment confirmsthe Failure

Acceleration theory proposed in 1989.

» The probability of failure increases with failure

acceleration.

* Error propagation decreases with acceleration.
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