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1. Introduction

Table 1

Classification and categorization of eesun2 event logs

Measurement—based system dependability analysis can _
provide important insight into the failure mechanisms ex- | Classification Category Number| Percent
hibited by operational systems. Error and failure logs can be | Warnings 3068235 100.00
studied to determine events that trigger system malfunctions Hardware 34 0.09
and/or generate general statistics that relate workloads, er Disk 6 0.02
rors and failures. It is also possible to identify reliability Tape 2680 7.92
bottlenecks in both hardware and software through mea- I/O _Network 7733 22.86
surement. Errors Unknown 23401 69.19

This study presents the dependability evaluation of a Total I/O 33820| 93.10
UNIX server system using message logs with an emphasis Sof_tware 29 0.08
on warning messages. Warnings may be precursors to er- Maintenance 107 0.29
rors and, ultimately, failures. However, warnings are too of- Unknown 2338 6.43
ten disregarded as non—reliability—critical information. The Total 36328| 100.00
goal of this study is to investigate warning and error events , Halt/Reboot 22 91.7
that precede fatal errors and failures. The measurementlogg " ailures | Unknown 2 8.33
are used in the following analysis: 1) categorize and clas- Total 24 | 100.00

sify the error and failure data gathered from the system; 2)
cluster the categorized and classified data points for analy

sis; and 3) generate warning—error graphs for analysis. 3. Collection and Categorization of Log Data

The measurement data are collected from a UNIX server
system at Texas A&M University: the general-access ser-
ver eesun2 The server hosts over fifty NFS mounted sys-

Previous measurement studies have addressed issudems, and provides on-line services to approximately 800
such as failure and workload dependency [1], error depen-faculty, staff and students. The machine is operational
dency among different system components [2], failure anal- 24 hours a day and 365 days a year. The workload of
ysis [3], [4] and failure prediction [5]. Of these studies, [4] the system is diverse and ranges from general—purpose data
and [5] are conducted in UNIX environment. The measure- handling to scientific computing.
ment reported in [4] is from a Tandem system that contains The data used in our analysis consistssg§logmes-

a suite of hardware fault-tolerant features and the study re-sages collected over several months. $hslogmessages
ported in [5] modifies the device driver and error handling may not contain all the system activities attributed to all
software in the UNIX kernel. These studies required sev- active programs, but these do contain messages from the
eral modifications to the kernel which may impede further kernel which is the most important information on system—
software upgrades or make the operating system less rowide errors and failures. During the course of this study,
bust. This paper presents a measurement—based approaefout 3 million messages were collected, representing 400
which uses facilities commonly found in UNIX allowing megabytes of data. They covered the periods from June to
dependability evaluations of UNIX machines where the ker- October 1996 and April to July 1997.

nel of the operating system is not significantly altered. No  Before any classification takes place, a filter that discrim-
measurement—-based studies have been conducted in the pasites repeating messages and/or messages that stem from
that targets off-the—shelf UNIX operating systems. identical events extracts all of the unique messages from the

2. Background
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log files. These messages are then classified as warnings, er- © P
rors, or failures. The classification process is a tedious task
that involves extensive understanding of system detalils, sys-
tem’s operating states, system administrators’ manual logs, *[
and intuition.

Warningsare messages intended to gain the system ad-
ministrator’s attention but are not considered critical to the
operation of the system, e.g., printer jams, repeated disk
read/write attempts, etd&Errors are messages that indicate
an incorrect change in the system state which may lead to *°
a failure, for example the occurrence of a memory error. |
The observed errors are further categorized by their identi-
fiable sources and the type of service affectédiluresin % s 10
the system are catastrophic events in which the system stops
operation. Failures may occur by one of two events: admin-Figure 1. A plot of the number of warnings per cluster
istrator reboots the system or an error put the system ina VS the number of errors per cluster
failure state. In either case, failures are followed by a re-
boot. Table 1 summarizes all of the data gathered accordin
to the categories and classifications.
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%humber of messages that are related to the quota system.
Each time users exceed their disc quota, two messages are
) logged: one that we consider a warning, and one that we
4. Clustering classify as an error. We did not excludgriori these types
of messages from our analysis, but it appears that they pre-
To analyze the warning—errorfailure trends, all events dominate, including under failure—free conditions. There-
are grouped into clusters for each categories. Grouping isfore, in a future analysis, ignoring these messages may yield
done in a similar manner to tuples found in [6]. The clusters more definitive conclusions.
graphically show a relationship between error categories in
time. Burst of errors can also be seen when the clusters arqReferences
graphed. A cluster is generated by grouping errors together
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The linear correlation between the number of warnings
and the number of errors can be explained by the large

5. Warning—Error—Failure model
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