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1. Introduction

The objective assessment of capabilities, be it as stand-
aone or relative evaluations, of a component or a system
invariably requires some form of quantification of the de-
sired attributes of interest. For example, the architecture
community obtains “performance” benchmarks for micro-
processors or systems by measuring the rate of computations
or by assessing the time requirements for programs of varied
complexity, for example CPU SPECs [1]. The intent is to
evaluate and compare the capabilities across systems.

In present day systems, two trends appear. Firstly, the
pervasiveness of embedded systems is growing, and conse-
quently our dependence on ther correct functiondity, i.e.,
dependable behavior. Second, software is increasingly driv-
ing and defining the functionality for most embedded sys-
tems. In this context, similar to the efforts undertaken in the
performance benchmark community, it follows to be able to
benchmark the expected “dependability” of software (SW)
and of operating systems (OS) upon which most embedded
services are built.

As with other forms of benchmarking (performance, reli-
ability, robustness etc.), the key issue isto be able to quantify
the level of trust a user, eg., end-user or system designer,
can expect the SW/OS to provide, in order to design or build
adesired servicewith or fromit. Or auser may utilizeit asa
form of comparative assessment across systems. For both of
these issues, the connotation is to (a) ascertain the resilience
of the given SW/OS for a specified type and level of pertur-
bations, or (b) ascertain the degradability of services anao-
gous to QoS metrics for communication networks. These are
the issues driving the currently running Dependability
Benchmarking (DBench) [2] project. This research is spon-
sored in part by EU DBench |ST 2000-25425.

However, two basic issues arise prior to technicaly de-
vel oping the benchmarking process for SW and OS's.

SW and OS's by their very nature imply complex interac-
tions across constituent modules, where the interactions are
direct (across objects) or indirect (via threads, clients, shared
variables, pointers etc.) dong with dealing with a large num-
ber of functiona attributes (memory/variable management,
scheduling, consistency etc). Determining the functiond
boundaries adds another degree of complexity. For an OS, is
the kernel the boundary of a “system”? Or does one need to
consider drivers, API’s and applications as a complete pack-
age for benchmarking? This and related issues of what is
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measurable and ingrumentable in an OS further complicates
the issue. Does one require source-code level of details
(white box) for both SW/OS's or can one work with fuzzier
gray box/ black box SW modules? How does one account for
or handle COT S components or third-party application SW?

The second issue is more fundamental in nature. What
characterizes “dependability” in SW/OS? Does rdiability of
SW have a practical connotation if SW is not a single pro-
gram/application but requires interactions asin the case of an
OS? How do the measures of dependability — rdiahility,
availability, security, and safety - trandate in the context of
SW/OS? Also, the benchmark will be very much influenced
by the application area and the operational environment. This
includes the choices for workload and the choice of perturba
tions, eg., fault-load or dress-load. Similarly, the service
expected from the OS determines the nature of faults. For
example, in a RT-OS, missing task deadlines on account of
high system load trandlates into error conditions. Experience
from the OS area suggests that human interaction, e.g., main-
tenance and routine work, must be considered aswell [3].

On this background, our project interest is to outline both
the process of obtaining benchmarks and adso defining how
to utilize the obtained benchmarks. Currently, the project
entails three themes, which are discussed at a high leve in
this abstract. The primary emphasis is on outlining the
benchmark properties. The following sections outline the
themes driving the project, namely: (a) what should be repre-
sentative properties of a benchmark, (b) what processes can
be utilized for conducting benchmarks and (c) how does one
interpret and utilize benchmark results?

2. Benchmark Properties

The properties presented below are the set of properties a
benchmark needs to fulfill in order to be experienced as use-
ful to the user and to produce credible and meaningful re-
sults. None of these properties can be viewed as stand-aone.
They are to different degrees dependant on each other and
trade-offs need to be conducted across them.

Reproducibility: To receive any kind of credibility the
benchmark result must be reproducible, at least on a statisti-
cal basis, to athird party.

Representativeness. The most important property for a
benchmark is that the benchmark is representative. The
complexity of the problem makes this property the most dif-
ficult to fulfill. If the benchmark is not representative for the



application areathe result tells nothing of the behavior of the
system in ared stuation.

Portability: Comparisons across the application area re-
quires portability, though factors such as observability, intru-
sion and interference may beinter-related.

Intrusion: Any intrusion on the target system, be it physi-
cal modification or software modification, is costly and re-
duces portability and should consegquently be avoided.

Interference: Too much uncontrolled interference on the
target system means that the measurements are not con-
ducted on the “origind” system. Therefore, means to esti-
mate and possibly reduce interference is needed.

Observability: The ability of the instrumentation mecha-
nism to probe the system limits the type and level of detail of
measurements that can be conducted.

Cost: The cost associated with the benchmarking activity
is aways an important issue. The cost of a benchmark should
be lower than other techniques to be of any value.

Automation: The level of automation in the benchmark
process affects the usage and the cost of the benchmark.

Execution time: The time to conduct the benchmark in-
cludes setup, execution and analysis time. The execution
time should be short (also good for reproducibility).

Scaling: To make the benchmark usable to systems of dif-
ferent sizes, scaling rules are needed. Scaling affects mostly
the workload and the faultload. The two must be scaled to-
gether dueto their inherent interaction.

3. Benchmark M easurement Techniques

A multitude of academic and real-world techniques exist
for dependability assessment such as gress testing, fault in-
jection [4], modeling and robustness testing [5]. However, in
our opinion, none of these offers, by themselves, the services
that a SW/OS level dependability benchmark requires. A
benchmark should satisfy the properties mentioned above.
None of the mentioned techniques offer this today. Also, the
complex interactions within SW/OS's preclude the use of
only one of the mentioned techniques, as each details partia
and focused aspects of the systems. However, it is plausible
that a combination of these aforementioned techniques, in
conjunction with new techniques, can be used for our pur-
pose. Indeed, finding a combination of techniques that meet
the properties stated in Section 2 is a primary ongoing re-
search activity.

4. Benchmark Interpretation

Assuming that a viable assessment process, asin Section 3,
can indeed be developed, a basic issue when conducting any
sort of experimental activity is how to interpret the results.
The multi-faceted nature of SW/OS systems makes it diffi-
cult to directly interpret the result of the benchmark. We do
not currently believe that a single numerical benchmark
score will accurately represent an OS characterization. A
vector covering a string of attributes may be a better ap-
proach.

However, the very nature of attributes of SW/OS's proba-
bly precludes the assignment of simple numbers to quantify
them. Thisimpliesthat some kind of grading system must be
used in order to put them in “classes’, reflecting the level of
service they provide. How this grading is accomplished war-
rants more research. Also, the multitude of attributes of in-
terest means that they congtitute a vector of both numbers
and grades. How to quantify these vectors and compare them
is an open question. Rules on how to make comparisons be-
tween vectors, with respect to the context, will need to be
defined prior to the notion of benchmarking having any red
or tangible interpretation.

5. Conclusions

In this paper we have outlined the problem of benchmark-
ing SW/OS's. Before a benchmark is developed several un-
resolved questions must be considered, such as how to repre-
sent the complex interactions between modules in SW sys-
tems, defining the boundaries of a system in a
white/gray/black box SW, the impact of applications on
OS's? Other important issues include understanding how to
define and interpret the concept of dependability for SW/OS
assuming it is measurable per se.

At present, work within the project includes detailing a
comprehensive list of properties that a dependability bench-
mark must fulfill in order to give reiable results and to be
useful for the user, and understanding the inter-play across
these properties required to obtain trade-offs across them.
Also, the research targets determining the enabling tech-
niques for assessment of dependability in SW/OS's, includ-
ing a perusal of the viability of using combination of existing
techniques and devel opment of new techniques.

The multidimensional nature of large SW/OS makes it
impossible to use one single number to measure it. A sub-
stantial focus of the project is dealing with determining vec-
tors with composite numerical and non-numerical scores to
express the grading of attributes of SW and OS's. Develop-
ment of rules to obtain and relatively compare such attribute
grading vectors constitutes ongoing research.
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