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Abstract

Software (SW) is increasingly de�ning the services

for embedded systems. As the dependability require-

ments for embedded systems grow, consequently the de-

pendability requirements extend to SW as well. In order

to produce such reliable SW, it is important to know the

nature of faults that can a�ect it and also how the re-

sulting errors propagate through the system. Over the

design of embedded SW, Executable Assertions (EAs)

are seeing increasing usage in aiding detection of data

errors in SW. However, designing a set of EAs that are

located in di�erent modules of the SW such that each

provides complementary protection is a diÆcult prob-

lem, i.e., whether localized EAs add up to implement a

global EA. To address this issue, we present a two-pass

approach. First, we develop a semantics-based frame-

work that allows EAs to be speci�ed and veri�ed for

consistency. This pass is based on abstract interpreta-

tion. Second, whenever the set of EAs is found to be

inconsistent (they do not provide complementary cov-

erage), we have developed an algorithm that systemati-

cally generates a set of consistent EAs (consistent both

within and across modules).

1 Motivation
Software (SW) is increasingly determining the pro-

vision of dependability in safety-critical embedded sys-

tems, with corresponding strict requirements on the

correctness of delivered services, and the ability to han-

dle faults - design and/or operational. In order to pro-

duce such reliable SW that can meet these stringent

requirements, it is important to know the nature of

faults that can a�ect it and also how the resulting er-

rors propagate through the system. To mitigate the

e�ects of such errors, these errors need to be detected

and corrected as early as possible. Error Detection

Mechanisms (EDMs) such as EAs [3] have been shown

to eÆciently detect data errors in SW [3]. EAs are

essentially predicates over the program state variables,

stating the properties of the program that must exist at

this point. The ability to detect (and correct) data er-

rors is of fundamental importance in preventing errors
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occurring in one part of the system from propagating

to other parts of the system.

However, the design of EAs that provide high er-

ror coverage has been an ad-hoc process, requiring in-

depth knowledge of the system. In our previous work,

we have developed techniques (a) to measure the ef-

fectiveness of EA [3], and (b) to systematically locate

EAs for e�ective fault coverage [4]. However, as dis-

tributed SW is considered, an important problem is to

determine if locally placed EAs (EAs in a given mod-

ule) provide synergistic or complementary coverage on

a global basis, i.e., consistency across local EAs to im-

plement a global EA.

1.1 Approach

In this fast abstract, we present de�nitions of consis-

tency, and also the nuances and scenarios for inter-EA

consistency. We will then provide a sketch of an algo-

rithmic approach that aids in systematic generation of

consistent EAs.

De�nition 1. EA1 and EA2 are said to be con-

sistent with each other whenever the code linking the

two EAs transforms EA1 into EA2. They are partially

consistent if the transformation of EA1 overlaps with

EA2. Otherwise, they are inconsistent.

For example, consider Function 1: the global EA

is the EA monitoring the output to the environment

(user), and in this case, EA2. EA1 is a local EA that

monitors the input. From this example, EA1 and EA2

are not consistent since, when 0 � param � 5, EA2

detects an error unlike EA1.

Function 1

Function MultiplyBy5(int param)
int val;
ASSERT(param > 0); EA 1

val := param * 5;
ASSERT(val > 25); EA 2 - Global EA

return(val);
End Function

Overall, we identify the following cases of EA con-

sistency to cover partial, inconsistent and consistent

behavior:
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Figure 1: EAs with varied consistencies.

Fig. 1(a){(c) show examples of partially consistent

EAs, while Fig. 1(d) and (e) shows examples of incon-

sistent and fully consistent EAs respectively. Function

1 above is an example of partial consistency.

To facilitate provisioning of consistent EAs, we have

adopted a two-pass approach. The �rst pass incremen-

tally veri�es the EAs (both within a module and across

modules) for consistency. A semantics-based frame-

work is developed for the speci�cation of EAs. The

consistency veri�cation is based on abstract interpre-

tation [2], through the use of annotations, as in [1].

If the set of EAs is not consistent, we have developed

an algorithm, as depicted in Fig. 2 that systematically

generates a set of consistent EAs [6].
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Figure 2: Two-pass algorithmic approach for consistent

EA generation

1.2 Discussions

Having presented the approach, some salient aspects

of the approach are discussed.

� As the �rst pass is based on abstract interpreta-

tion, generation of consistent EAs can be done at

compile time. This will provide the programmer

with additional information pertaining to the ef-

fectiveness of the EAs in the code with respect to

the global EA. Also, this process is fully automatic

and does not require manual annotations.

� One important aspect of this approach is that it

improves on the intractability of formal methods-

based veri�cation, due to the very large state

space. At the code level, the intractability prob-

lem is alleviated.

� A broader implication of our work is on security

aspects. Security checks that are placed in a given

module and across di�erent modules need to be as-

certained to conform to an overall security prop-

erty. [5] addresses some of these security issues,

more speci�cally across modules (
ow of control).

Thus, our approach of inter-EA consistency (along

with the formal semantics of of EA speci�cations)

has utility in developing globally compliant secu-

rity �lters/�rewalls.

Overall, we have presented an algorithmic approach

that generates consistent EAs at compile time. We en-

vision the EAs generated by the algorithm to provide

for enhanced error coverage and, enhanced error detec-

tion latency.
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