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Abstract analysis of both these notions to identify the most vulnera-
bel parts of a system. Furthermore, error propagation anal-
We present a quantitative approach for identifying soft- ysis and error effect analysis also gives an insight on loca-
ware modules and signals which will not be able to contain tions in the system that would be best suited for placement
data errors that may be present in a software system, thusof error detection mechanisms (EDM’s) and associated er-
rendering the system non-dependable. Based on error prop+or recovery mechanisms (ERM’s), such as Executable As-
agation analysis in combination with error effect analysis sertions (EAs, [1, 4]).
we discuss how the results can be used to identify a) mod- Error propagation and effect analysis may also be used
ules/signals which have a high “ablity” to let propagating as a means of obtaining information for use in decisions on
errors pass through them on their way through the system,where additional resources for dependability development
and b) modules/signals which, when be subjected to errors,are necessary and to determine where they would be most
have a severe negative effect on the results produced by theost effective. Software is common not only in applica-
system. This knowledge is very useful for directing and allo- tions such as aircraft or other high-cost systems, but also in
cating resources for increased software reliability. Both the consumer-based cost-sensitive systems, such as cars. These
error propagation analysis and the error effect analysis are systems often require both development costs and produc-
based on the Error Permeability measure. Using this mea- tion costs to be kept low. Our approach complements other
sure we define a range of subsequent measures which allovanalysis activities, for instance FMECA (Failure Mode Ef-

us to quantify error propagation as well as error effect. fect and Criticality Analysis). Consequently, modules and
signals found to be vulnerable and/or critical during prop-
1. Motivation agation and effect analysis might be given more attention

during design activities. Thus, error propagation and effect
analysis, as a means of both system analysis and resource

As software-based functionality becomes pervasive, e.g., . ;
. -¥’management, may be a very useful design-stage tool in such
in embedded control systems, software usually comprises

numerous discrete modules interacting with each other insystems.

order to provide a specific task or service. With an error

present in a software module, there is a likelihood that this 2. Approach

error can propagate to other modules with which it inter-

acts. Knowing where errors propagate in a system is of par-  In our approach (initially introduced in [2]), we use the
ticular importance for a number of development activities. measure okrror permeability and based on it we define
Propagation analysis (see e.g. [2, 5]) may be used to finda set of related measures that cumulatively give an insight
the module which are most exposed to errors in a system,on the propagation characteristics and vulnerabilities of a
and to ascertain how different modules affect each other insystem.

the presence of errors. In addition to knowing propagation  Consider the black-box software module in Fig. 1.
characteristics it is also important to know where errors are
likely to do the most damage. Note that those errors which
are likely to propagate not always are those that are most Input 1 : M : Output 1
likely to cause great damage. Thus it is important to do an

Input m ——— : Output n
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For each pair of input and output signals, we can define
error permeabilityas the conditional probability of an error
occurring on the output given that there is an error on the
input. Thus, for inpui and outputk of a moduleM we
define theerror permeability PZI‘{ as follows:

0 < P = Pr{errino/pklerrinilpi} <1 (1)

This measure indicates hopermeablean input/output
pair is to errors occurring on the input.

Based on this fundamental measure we generate several
subsequent measures for characterising error propagation
(the actual mathematical definitions have been left out):

Module error permeabilty quantifies a module’s “ability”
to let propagating errors pass through it. The higher
the permeability, the higher the chance of an error at
the input to get through to the output.

Module error exposure quantifies the level of exposure to
propagating errors. The higher the exposure, the more
likely will the module be exposed to propagating er-
rors (if there are errors in the system).

e The higher the error exposure values of a module, the

higher the probability that it will be subjected to er-
rors propagating through the system if errors are in-
deed present. Thus, it may be more cost effective
to place EDM's in those modules than in those with
lower error exposure. An analogous way of reasoning
is valid also for the signal error exposure.

The higher the error permeability values of a mod-
ule the higher the probability of subsequent modules
being subjected to propagating errors if errors should
pass through the module. Thus, it may be more cost
effective to place ERM’s in those modules than in
those with lower error permeability.

The higher the criticality of a signal (or impact if
the system only has one output signal), the higher
the probability of an error in that signal causing “ex-
pensive” damage from a system point-of-view. Thus,
it may be more cost effective to equip those signals
which have the highest criticality (impact) with EDM’s
and ERM's.

Signal error exposure is the equivalent of thenodule er- These rules may.be conflicting with each other. Considgr
ror exposurebut at the signal level. Thus, with this € case where a signal has a very low exposure but a high
measure we can identify which particular signals are criticality (impact). A low exposure means that there is a

more likely to be exposed to errors than others. low probability of errors propagating to that signal. How-
ever, a high criticality (impact) means that, should an er-

In addition to propagation analysis it is important to take ror find its way into that signal, there is a high probability
into account thevhat if's that may have a very low proba-  of that error causing damage which propagates beyond the
bility of occurring but still have a profound effect on system system barrier into the environment. Thus, one may select
operation should they actually occur. Thus, it is necessarysignals with low exposure and high criticality (impact) as
to do error effect analysis. candidate locations for EDM’s and ERM’s.

Extending the framework introduced in [2], we define  Complementing this approach with approaches for stream-
a set of measures which, as were the propagation relatedining EDM's and ERM’s (such as [3]) will help in using
measures, are basedemor permeability(again, the math-  resources available for dependability activities in a highly
ematical definitions have been left out): efficient way.
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now set up the following guide-lines for interpretation:



