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1 Introduction

In the past, the security of a software or an information
system has been treated as a qualitative attribute. Recently
however, several researchers [1, 2, 3] have suggested that
security be treated as a quantifiable QoS attribute. The ques-
tion that naturally arises is how to formally define security?
Security analysis of a software or an information system
is a 5-fold framework of (1) Availability, (2) Integrity, (3)
Confidentiality, (4) Authenticity, and (5) Non-repudiation
as depicted in Figure 1:
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Figure 1. 5-fold Security Framework

2 Attack-Response Graph

Computer systems may be subjected to a wide variety
of attacks leading to security being compromised. While
these attacks numerous in numbers, all follow one strategy,
namely to build an attack with the help of a series of smaller
or atomic intrusions. Swiler et. al. [4] suggested the use of
a graph (which they call the attack graph) to not only model
a security attack but also suggested building such a graph
�
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automatically using a database of atomic attacks. Dacier
et. al. [2] suggested a similar technique, which they re-
fer to as the privilege graph. They also suggest techniques
for converting a privilege graph to a Markov chain as well
a stochastic Petri net. The resulting Markov chain model is
also used for quantifying the security attribute of a system
by computing the mean time (or effort) required to send the
system into a security failed state. More recently, Jha et. al.
[5] and [6] have suggested algorithms for automatic gen-
eration, minimization and verification of an attack. Attack
graph (privilege graph) has been successfully used to model
a system’s susceptibility to security attacks or successful in-
trusions into a system. In this approach, a successful attack
causes the system to reach a security failed state. Moreover,
a system does not reach the security failed state in a single
step. Instead, all attacks are made up of a number of atomic
attacks. Atomic attacks defining the path from the normal
start state to the final security failed state have to succeed
in order for the security failure to result. From the system’s
perspective of ensuring intrusion tolerance, this observation
can be made to play a crucial role. If we compare this situa-
tion with reliability theory, it is easy to see that we are deal-
ing with a series system. In other words, if the system has
some mechanism in place to thwart any one of the atomic
attacks, the system will be able to defeat the attacker.

The attack or the privilege graph models described
in [2, 5, 6] model only the attacker’s actions. However,
to model an intrusion tolerant system, we also need to
introduce system’s response to (some of) the atomic
attacks. A graph that incorporates attacker’s actions as
well as the system’s response will henceforth be referred
to as the Attack Response Graph (ARG). Note that it is not
practical for a system to respond to each and every atomic
attack. Instead, it would suffice to identify one arc (atomic
attack) along an attack path (attack foot print) to which the
system can respond. To facilitate identification of such an
arc, we propose using a Depth First Search (DFS) on the
attack graph. The DFS graph traversal will divulge all the
possible paths (in terms of atomic attacks) that the attackers
may follow to inject a successful attack into the system.
set T of attack foot prints � DFS(G)
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If the system is now able to break any edge of in an attack
footprint by initiating intrusion tolerant measures, then the
system is effectively able to tolerate such an intrusion. This
is clarified by the following two examples:

Syn flood DoS attack: The attacker fills up the listen-
ing socket queue with half-open TCP connections. This
will prevent a valid TCP service user from making a TCP
connection. However, if the system monitors this listening
queue state and is able to conclude that it is being flooded
with half open TCP connections, it can initiate intrusion
tolerance measures, such as, either flushing this queue or
closing this service for some small amount of time, thus
preventing compromise of system’s availability measure.

Login ID theft: This attack is made up of several atomic
attacks as enumerated below : (1) ���	��

��������������� creates a
root level shell on ������
�� using ����� � buffer vulnerability.
(2) Attacker creates remote login trust between ���	��
!� and
���	��
�" by overwriting .rhost file using ftpd vulnerability.
(3) Using ’rsh -l user1 host2’ (within the root
shell created in step 1), attacker creates a shell on the target
���	��
 " , thus stealing user1’s identity.

Depending on the privileges of user1 on ���	��

" the at-
tacker may be able to cause compromise of integrity, confi-
dentiality or availability. However, if the system is able to
counter any of the atomic attacks, e.g., cleaning up step 2
above, then the system will be able to tolerate such attacks
without any real damage to the system.

3 Preliminary Results

Consider a sample Markov chain shown in Figure 2 that
can be derived from an attack-response graph using the pro-
cedure described in [2]. The return arcs labeled #$� and
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Figure 2. Attack-response Markov Chain

#-, represent the system’s response to the corresponding
atomic attacks. Figure 3 shows the mean .0/1/12 for the
system to reach the security failed (or absorbing) states 3
and 4 as a function of #5� . SHARPE tool [7] was used
to solve the Markov chain shown Figure 2 to compute the
.0/6/12 to reach the absorbing states. This .0/1/12 is com-
monly referred to as the unconditional .0/6/12 . The sys-

tem’s .0/6/12 behavior as shown in Figure 3 is intuitively
satisfying, in that, as # � increases, i.e., systems reacts more
frequently to attacks, the .0/6/12 measure also increases.
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tative assessment of operational security: Models and
tools. Technical report, LAAS research Rept. 96493,
May, 1996.

[3] B.B. Madan, K. Goševa-Popstojanova,
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