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[. INTRODUCTION

Midde-wares are more aad more used for deding with
heterogeneity in dstributed systems. Due to their large
utili zation, they shoud be fault-tolerant as faults in some
systems may lead to important econamic losses. Recent
works have proposed fault-tolerant solutionsin midde-wares.
Most of the proposed approaches are based on comporent
replication and fault masking. The goa of our work is to
investigate fault diagnaosis that alows predse locaion o
faulty comporents. This approach has sveral benefits. It may
complete the fault-masking approacdhes by allowing them to
locate and then fix the faulty comporents, thus aleviating
incressing number of faults that may corrupt their corred
functioning. Furthermore, by allowing the predse diagncsis
of faulty comporents, applicaions are debugged more
efficiently. Finally, and for noncriticd applications,
diagncsis may replace replicationbased fault-tolerance
allowing a better usage of system resources.

I1. FAULT MASKING AND FAULT DIAGNOSIS

Most proposed fault-tolerance solutions for distributed
applications are based on fault masking. Redundancy is
widely used to mask the dfed of faulty comporents on the
application dobal functioning withou locating these faulty
comporents. There ae three main approacies for fault
masking depending on the implementation level of fault-
tolerance medchanisms. In the first approad, fault-toleranceis
implemented into the operating system such as in the
DELTA-4 system [1] which defines a generic architedure for
fault-tolerant distributed operating systems. The seand
approach consists of solutions that introduce fault-tolerance
on top d the operating system, espedaly at the Objed
Request Broker (ORB) level. Some representative examples
of this approach are the interception methods which intercept
significant events generated by the ORB [2] and the
integration methods which consist of modifying the ORB to
make it fault-tolerant [3]. The third approach consists of
implementing fault-tolerance mecdhanisms at the gplicaion
level. Thus, fault-tolerance may be provided as srvices like
in [4]. In &l the precaling approaches, reseachers have
focused on replicding the system or the gplicdion
comporents to alow fault masking. Thus, results are
guaranteed to be crred thoughsome faults may corrupt the
functioning d some system or applicaion comporents. But
such solutions are very costly and resource @nsuming. This
is espedally true for non criticd applicaions which may
aff ord some time lossfor lesscostly fault-tolerance.
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One mdt-effedive fault-tolerance method is g/stem
diagnasis, which is based on inter-comporent tests to
determine the fault state of the system. Severa diagncsis
strategies have been proposed for distributed systems. These
diagncsis grategies ensure adeg knowledge of the state of
system comporents and communication links between them.
Very good reviews have presented the main models and
strategies proposed for system diagnaosis [5] [6]. The goal of
our work is to introduce ®@ncepts of system diagnasis into
CORBA-based midde-wares to alow predse locaion o
faulty comporents and avoid costly redundancy approades.
The basic ideais to provide gplicaion oljeds with testing
and dagnosis cgabilities to let them monitor themselves.
Sedion 3 kelow presents Objed Diagnasis Service (ODS)
which isthe proposed dagnasis srvicefor CORBA objeds.

[l . OBJECT DIAGNOSIS SERVICE (ODS)
A. Basic Requirements

In a diagnosis process three apeds are very important.
The first one mncerns the exeaution d inter-comporent tests
and the transmisson d test results. The seand ore is the
diagnasis process itself which consists of analysing inter-
comporent test results for determining the system global fault
state. Finally, the last asped is related to the transmisgon o
the system state to an external observer to alow correding
and/or repair adions to be cndwted. The main dfficulty in
al these steps is to avoid inconsistent behaviour of faulty
comporents that may corrupt the overall diagnaosis process In
the proposed diagnasis srvice these three apeds are taken
into acourt. The proposed dagnosis Frvice provides
medhanisms for alowing a group d distributed oljeds to
exeaute mutual tests. Fault-free objeds of the objed group
will then be &le to determine the fault state of the group and
an external objed, cdled the observer will be le to reliably
get the fault state. While designing this srvice, CORBA
requirements have been kept in mind. Thus, ODS is smple,
generic and provides interfaces independently from the
implementations.

B. Diagnasis Group

A diagnasis groupis defined as a group d objeds that use
the same diagnasis model and the same diagnosis algorithm.
New objeds may join the diagnasis group while others may
leave it. Every objed in a groupis natified ead time anew
objed joins the group a amember objed leaves the group.

FastAbstrad ISSRE 2002



DiagnosisGroup
Administrator

Diagnosi sGroupAccessor

NonFonctMethod
OfMember

ObserverToMember

InterfaceName : hasan interface of type InterfaceName exported by
—_—

Figure 1. Represents ODS architedure.

C. ODS Architedure

ODS provides a diagncsis ®rvice through a set of
interfaces that shodd be inherited by the gplication wsing
ODS service Three dases of interfaces may be
distingushed (seeFig. 1).

1) Interface of the observer side

This interfaceis provided to an external objed that aimsto
know the fault state of the diagnosis group. To allow a
reliable transmisson d the group state to an externa
observer, algorithms sich as those propased by [7] and [8§]
shodd be used. The DiagnaosisGroupAccesor interface
allows the external observer to accessto the objed groupasa
unique diagnasis entity.

2) Interface of the member objed side

Thisinterface #ows an oljed to join adiagnaosis group @
to leave it, and to launch the diagnasis processacarding to a
given dagnasis algorithm. For this purpose, a diagnce()
method is provided and shoud be overloaded to implement
different diagnasis algorithms.

3) Interface of the service objed side

The interface aciated to a serviceobjed sideisinherited
by the members of adiagnasis group. This interfaceprovides
member objeds of a diagnosis group with testing and
diagnasis capabilities. A test() method is provided. This
method may be redefined by the user acrding to the desired
test predsion.

D. Objea interactions

Fig. 2 shows interadions involving olserver objeds,
member objeds and service objeds in ODS. Objed Acc of
type DiagnasisGroupAccessr is the observer. Objed Adm of
type DiagnasisgroupAdministrator interads diredly with
member objeds. It islocaed onthe same site & the member
objeds. To join a diagnasis group, an oljed must creae an
instance of type DiagnosisGroupAdministrator using
Diagnasis-GroupAdministratorFadory (1,1).
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Figure 2. Shows objed interadionsin ODS.

Observer

This one returns a reference to the aeaed oljed Adm.
Using this reference the server invokes the
joinDiagnasisGroup() method (2). A group change is then
natified to al member objeds.

To perform agroup dagnasis, amember objed invokesthe
diagnase() method d the Adm objet. Adm objet gathers the
diagnaosis information (3, 3'). An olserver objed wishing to
know the state of the groupfirst creaes an ohjed Acc of type
DiagnasisGroupAccesor using DiagnaosisGroupAccessor-
Fadory (4, 4). It then invokes getSateDiagnasisGroup()
method d objed Acc (5). Using protocols like the ones
developed in [7] and [8], diagnasisinformation is transmitted
reliably to the observer objed (5).

V. CONCLUSION

Ongang work consists of implementing the proposed
service and compare its performances to classcd fault-
tolerance services ones. More detail s of ODS architedure and
obtained results will be related in afuture paper.
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