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1 Introduction

Today software systemsare playing a critical role in the
operationof telecommunicatiometworks. The steadly
growing sizeandcompleity of thesesystemsaremaking
themextremely difficulty to exaustvely testthe software
to ensurehatit will adequatelyperformits specifiedunc-

tion. With theincreasingelianceon softwaresystemsor

implementatiorof telecomservicefunctionality, the need
for automaticdetectionof software failuresis becoming
of paramountmportance Furthermorethe currenttrends
toward multi-suppliernetworks, in which the localization
of a softwarefailure is critical issue,requiressucha ca-
pability. This paperpresentsan approachfor failure de-
tectionin telephoneswitchingsystemsA softwaresuper

visor canautomaticallydetectsoftware failuresbasedon

boundarysignalsandthetargetsoftwaresystemspecifica-
tion.

2 Software Reliability

Several approachedhave beenproposedto improve the
systems softwarereliability aswell asto provide a fault-
tolerancefeature. Two of the majorstechniquesare N-
versionprogramming[1] and recovery blocks [2]. Al-
though both approachediave beenshownn to achiere a
reductionin software failures, they have not proved to
be cost-efective [4]. Other approachfor indirect soft-
ware reliability improvementis called software supervi-
sion [6, 7, 8]. We have used A(ctual) hypothesego
reducethe computationalcost of supervision,discussed
in Section3. Other study addressingsupervisionuses
conditional-beliefapproachasreportedn [5].

Software supervisionincludesthe following features:
behaioral monitoring, failure detectionand reporting.
Supervisorconsistsof an enhancedxecutablespecifica-
tion of the target systemderived from the target system
specificatior[6, 7]. Notethatsoftwaresupervisiordiffers
from otherapproache thatfailuresare detectedbased
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on asystems specificatior{8]. Theadwantageas thatsev-
eralversionsof identicalsoftwareneednotto beproduced
andthereforethe costof developingandmaintainingaddi-
tional softwareis lessfor software supervisioncompared
to others.

3 Actual Hypotheses

To chooseactionsto be taken, the supervisormust be
ableto make hypothesesndsubsequentlyevisetheir as-
sumptionswhendiscoveriescontradictthesehypotheses.
Thesediscoveriesresultsin A-hypotheseqor actualhy-
pothesesvhich allow reducecomputationatost. Within
this context, at any pointin a target systemspecification
wherenondeterminisntausesnultiple valid pathsto ex-
ist, ahypothesigs createdo represeneachpossiblepath.
Thesehypothesesvolve concurrentlyandarerepresented
asthreads. Eachthreadcan be thoughtof asa process
whichis associateavith ahypothesiswhenanoutputar-
riveswhich invalidateshe hypothesigepresentethy that
thread,jt is terminatedIf all thethreadsn ahipothesiset
areterminatedafailure hasoccurred sinceno hypothesis
remaingo explainthebehaior. We have usedStatecharts
[3] corvey this notion of a-hypothesideing held by the
supervisomtatime g; is given. Considerthe sequencef
time steps{o; } >0, correspondingo the samplingrate of
the SystemUnderDescription(SUD). The time intervals
aredefinedby |; = [0}, 441). At 041, the SUD reacts
to externalstimuli occurringin theinterval I;. Threeex-
ternalstimuli areassociatedvith theintenal |; is atriple
(I, ©, &) where:

e II - setof externaleventsoccurringin |;,

e O - setof externalconditionswhosevaluesaretrue
at[o;, o541) for somes > o;, and

e ¢ - afunction determinedby the external erviron-
ment,suchthatfor avariablev, £(v) = x if v'svalue
isxin [o;, ;1] for someo > o;.
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A systemconfigurationassociatedvith aninstante;
isatuple(S,II, ©, £) whereS is themaximalstateconfig-
urationof theroot stateand(I1, ©, £) is the externalstim-

ulus associateavith |;. A configurationis a maximalset
of stateghatthe systemcanbein simultaneouslyTheset

of a-hypothesekeld by a systemat atime o; is givenby
thetuple(S.I1, ©, £).

4 Case Study

A telephoneswitchingsystem(TS) is responsibldor es-
tablishingand maintainingconnectionsamongtelephone
lines. The systemexampleis a small TS which provides
the basicfunctionalitiesto its subscribersOperationabli-
agnosticsattemptto detectfailuresthat, being reported
earlierenoughto anoperatorcanminimizetheir effects.

The specificationof our telephoneswitching system
(TS) consistsof two blocks,namedCallHandler andRe-
sourceManager. CallHandler(CH) performsthemain TS
operationssinceit supportgheplacingof atelephoneall
by detectingthe lines going on and off, andthe numbers
dialed, providing dial tones,andconnectingo the appro-
priatelines. ResourceManag€RM) checksfor the avail-
ability of resourcego processa requestectall. For in-
stanceconsidethatthesubscribeof phonel picksup his
phone.As aresult,asignalOffHook1is sentoff tothe TS
passinghrougha channel,C1, andarrivesat the process
CH1. Thesamewouldtake placefor phone2, andsoforth.
It motivatesmultiple, but legitimatebehaviorslik ely to oc-
cur. Thenondeterministichannelelayis representetly
abstractingthe conceptof signal in-transit. Only legiti-
matebehaiorsaretakeninto considerationAfter asignal
is sentoff througha channeltwo hypothesesirecreated:
one,thatthe signalis consumedindanotherthatthe sig-
nalis still in-transit. For instanceconsideithecasewhere
bothsignalsOH1 andOH2 aresentatpracticallythesame
time, i.e., OH2 is sentoff atatime § (fraction of a sec-
ond)immediatelyafterOH1 hasbeensentoff asshavnin
Figure 1a. Note that the signalsOH1 and OH2 are sent
throughdifferentchannels.In suchan example,depend-
ing onwhich signalOffHook getsto the TSfirst, it will be
processegrovided thatthe TS hasresourceavailableto
processa call. ConsiderFigure 1a,the indeterminatede-
lay of channelgivesrise to five combinationof signals
arrivalsshavn in Figurelb.

In the currentversion, TS is capableof servicingup to
60 phonesandcapableof carryingup to 15 simultaneous
calls. Thescenariaisedfor the purposeof simulationcon-
sistsof the TS emulator the load generatorand the su-
pervisor The TS emulatorreactsto the stimuli recevved
from theload generatar Thesestimuli andresponsesre
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Figurel: Notion of Signal in-Transit.

monitoredby the supervisorandif arny behaior whichis
not legitimateoccurs,it is reportedasa failure. Theload
generatoigenerateselephoneactions,suchas OffHook,
OnHook,andcommunicatethemto the TE emulator As
well, theload generatois ableto allow differentload lev-
els, aswell as placesimultaneousalls. Hence,simula-
tions are carriedout by usingtraffic loadsmimicking the
actualervironmentwhich a TE faceswith. The majorin-
dicatorusedto assesthesupervisorscapabilityis its abil-
ity to monitoranddetectfailuresin real-time[7].
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