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1 Introduction

Todaysoftwaresystemsareplaying a critical role in the
operationof telecommunicationnetworks. The steadly
growing sizeandcomplexity of thesesystemsaremaking
themextremelydifficulty to exaustively testthe software
to ensurethatit will adequatelyperformits specifiedfunc-
tion. With theincreasingrelianceon softwaresystemsfor
implementationof telecomservicefunctionality, theneed
for automaticdetectionof software failuresis becoming
of paramountimportance.Furthermore,thecurrenttrends
towardmulti-suppliernetworks,in which the localization
of a softwarefailure is critical issue,requiressucha ca-
pability. This paperpresentsan approachfor failure de-
tectionin telephoneswitchingsystems.A softwaresuper-
visor canautomaticallydetectsoftwarefailuresbasedon
boundarysignalsandthetargetsoftwaresystemspecifica-
tion.

2 Software Reliability

Several approacheshave beenproposedto improve the
system’s softwarereliability aswell asto provide a fault-
tolerancefeature. Two of the majorstechniquesare N-
versionprogramming[1] and recovery blocks [2]. Al-
though both approacheshave beenshown to achieve a
reductionin software failures, they have not proved to
be cost-effective [4]. Other approachfor indirect soft-
ware reliability improvementis called softwaresupervi-
sion [6, 7, 8]. We have used A(ctual) hypothesesto
reducethe computationalcost of supervision,discussed
in Section3. Other study addressingsupervisionuses
conditional-beliefapproachasreportedin [5].

Software supervisionincludesthe following features:
behavioral monitoring, failure detectionand reporting.
Supervisorconsistsof an enhancedexecutablespecifica-
tion of the target systemderived from the target system
specification[6, 7]. Notethatsoftwaresupervisiondiffers
from otherapproachesin that failuresaredetectedbased

on a system’sspecification[8]. Theadvantageis thatsev-
eralversionsof identicalsoftwareneednotto beproduced
andthereforethecostof developingandmaintainingaddi-
tional softwareis lessfor softwaresupervisioncompared
to others.

3 Actual Hypotheses

To chooseactionsto be taken, the supervisormust be
ableto makehypothesesandsubsequentlyrevisetheir as-
sumptionswhendiscoveriescontradictthesehypotheses.
Thesediscoveriesresultsin A-hypotheses(or actualhy-
potheses)which allow reducecomputationalcost.Within
this context, at any point in a target systemspecification
wherenondeterminismcausesmultiple valid pathsto ex-
ist, ahypothesisis createdto representeachpossiblepath.
Thesehypothesesevolveconcurrentlyandarerepresented
as threads. Eachthreadcan be thoughtof as a process
which is associatedwith ahypothesis.Whenanoutputar-
riveswhich invalidatesthehypothesisrepresentedby that
thread,it is terminated.If all thethreadsin ahipothesisset
areterminated,a failurehasoccurred,sincenohypothesis
remainsto explain thebehavior. WehaveusedStatecharts
[3] convey this notion of a-hypothesisbeingheld by the
supervisorat a time ��� is given.Considerthesequenceof
time steps�������	��

� , correspondingto thesamplingrateof
theSystemUnderDescription(SUD). The time intervals
aredefinedby I � = [ ��� , ������� ). At ������� , the SUD reacts
to externalstimuli occurringin the interval I � . Threeex-
ternalstimuli areassociatedwith the interval I � is a triple
( ��������� ) where:

� � - setof externaleventsoccurringin I � ,
� � - setof externalconditionswhosevaluesaretrue

at [ ��� , ������� ) for some������� , and

� � - a function determinedby the external environ-
ment,suchthat for a variablev, � (v) = x if v’s value
is x in [ ��� , ������� ] for some� �!��� .
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A systemconfigurationassociatedwith aninstant �������
is a tuple( " , �������#� ) where" is themaximalstateconfig-
urationof theroot stateand( ��������� ) is theexternalstim-
ulus associatedwith I � . A configurationis a maximalset
of statesthatthesystemcanbein simultaneously. Theset
of a-hypothesesheldby a systemat a time � � is givenby
thetuple( " , �$�%����� ).

4 Case Study

A telephoneswitchingsystem(TS) is responsiblefor es-
tablishingandmaintainingconnectionsamongtelephone
lines. The systemexampleis a small TS which provides
thebasicfunctionalitiesto its subscribers.Operationaldi-
agnosticsattemptto detectfailures that, being reported
earlierenoughto anoperator, canminimizetheir effects.

The specificationof our telephoneswitching system
(TS) consistsof two blocks,namedCallHandler andRe-
sourceManager. CallHandler(CH) performsthemainTS
operations,sinceit supportstheplacingof atelephonecall
by detectingthe lines going on andoff, andthe numbers
dialed,providing dial tones,andconnectingto theappro-
priatelines.ResourceManager(RM) checksfor theavail-
ability of resourcesto processa requestedcall. For in-
stance,considerthatthesubscriberof phone1 picksuphis
phone.As aresult,asignalOffHook1is sentoff to theTS
passingthrougha channel,C1, andarrivesat the process
CH1. Thesamewouldtakeplacefor phone2,andsoforth.
It motivatesmultiple,but legitimatebehaviorslikely to oc-
cur. Thenondeterministicchanneldelayis representedby
abstractingthe conceptof signal in-transit. Only legiti-
matebehaviorsaretakeninto consideration.After asignal
is sentoff througha channel,two hypothesesarecreated:
one,that thesignalis consumedandanotherthat thesig-
nal is still in-transit. For instance,considerthecasewhere
bothsignalsOH1 andOH2 aresentatpracticallythesame
time, i.e., OH2 is sentoff at a time & (fraction of a sec-
ond)immediatelyafterOH1 hasbeensentoff asshown in
Figure1a. Note that the signalsOH1 andOH2 aresent
throughdifferentchannels.In suchan example,depend-
ing onwhichsignalOffHook getsto theTSfirst, it will be
processedprovided that the TS hasresourceavailableto
processa call. ConsiderFigure1a, the indeterminatede-
lay of channelsgivesrise to five combinationsof signals
arrivalsshown in Figure1b.

In thecurrentversion,TS is capableof servicingup to
60 phonesandcapableof carryingup to 15 simultaneous
calls.Thescenariousedfor thepurposeof simulationcon-
sistsof the TS emulator, the load generatorand the su-
pervisor. The TS emulatorreactsto the stimuli received
from the loadgenerator. Thesestimuli andresponsesare
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Figure1: Notion of Signal in-Transit.

monitoredby thesupervisorandif any behavior which is
not legitimateoccurs,it is reportedasa failure. The load
generatorgeneratestelephoneactions,suchasOffHook,
OnHook,andcommunicatesthemto theTE emulator. As
well, theloadgeneratoris ableto allow differentloadlev-
els, aswell asplacesimultaneouscalls. Hence,simula-
tionsarecarriedout by usingtraffic loadsmimicking the
actualenvironmentwhich a TE faceswith. Themajor in-
dicatorusedto assessthesupervisor’scapabilityis its abil-
ity to monitoranddetectfailuresin real-time[7].
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