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1 Intr oduction

Black-boxtesting[2] canbeeasilyautomatedandin-
volveslessprocessingthanwhiteboxtesting.However
it is veryhardto achieve highcoveragewith black-box
testing.Hardto testbrancheshave themostimpacton
thetestabilityof thecode.This paperproposesa tech-
niquethat guidesblack-boxtestingso that thesehard
to testbranchesarecoveredquickly i.e. with fewer test
inputs.

A new dynamicmeasuretermedpotential of a
branchis proposed. During testing,useful structural
informationis extractedandcombinedwith thechang-
ing coverageinformation to evaluatethe currentpo-
tential of eachbranch. This measureis usedto guide
black-boxtestingtechniquessothatthenew testsgen-
eratedaremorelikely to exercisebrancheswhich are
sofar not covered.Theresults(Table1)show that this
simpleguidedtechniquesignificantlyimprovescover-
age,especiallyfor programswith complex structural
properties.

2 Background

VoasandMiller [5] definessoftwaretestabilityas“the
probabilitythatapieceof softwarewill fail on it’snext
execution during testing (with a particular assumed
input distribution) if the software includesa fault”.
While testabilityis a complex issue,it is usuallycon-
sideredasan attribute of a moduleor a softwareasa
whole. Voaset al [4] give a methodto calculatethe
testabilityof a modulebasedon the PIE model. The
PIEmodelis a techniquethatis basedonthethreepart
modelof softwarefailure.Thethreenecessaryandsuf-
ficient conditionsfor a fault to actuallycausea failure
which is detectableis

Execution: thelocationwherethefaultexistsor hasan
impactonmustbeexecuted.
Infection: theprogramdatastateis changedby theer-
roneouscomputation.
Propagation: theerroneousdatastateis propagatedto
theprogram’s outputcausinganerrorin theoutput.

ThePIEmodelusesall threeprobabilitiesto cal-
culatethe testabilityof thecode. Thusif we canexe-
cute locationsmore often i.e. increasethe execution
probability, we can improve the testability as calcu-
latedby thePIE model.

3 The Guided Approach

Our approachmakesit possibleto generatetestssoas
to maximizethe branchcoveragecriterion asquickly
aspossible. This is primarily a framework for black
box testingtechniques.The guiding algorithmcalcu-
lates metrics basedon the structureof the branches
within thecodeandusesthesemetricsto influencethe
testgenerationmechanism.Any testgenerationmech-
anismcouldbeeasilymodifiedto usethismetric.

Thefactorsthatmake a branchhardto cover are
(basedonrandomtestingof severalprograms)

1. Nestingfactor: Branchesthataredeeplynested
aremoredifficult to cover. In the potentialmea-
surethatwe have comeup with, we quantify this
difficulty associatedwith thenestingfactor.

2. BranchPredicates:Brancheswith certainopera-
torsin theirpredicatesareusuallyharderto cover.
Wehave identifiedthreesuchoperators: equalto
( = ), notequalto ( != ) andlogical And( && ).

Copyright 2002ChillaregePress FastAbstractISSRE2002



3.1 The metric : Potential of a branch

It is adynamicmetricthatis calculatedfor eachbranch
after the executionof eachtest input. Briefly it is the
numberof branchesthat are nestedwithin a branch
whichareyet to becovered.It is acombinationof both
the nestinglevel and the numberof brancheswhich
have not yet beencovered. It indicateswhat the “po-
tential” is, i.e.how many new branchesis it possible
to cover if we cansomehow cover the currentbranch
(for which we arecalculatingthis metric). Formally
we defineit asfollows [1]:

Potentialof branch i with respectto a testvector
is 0 if it hasnotbeencovered. If branch i hasbeencov-
ered/enteredwith respectto thetestvectorthenit’spo-
tential is thesumof thenumberof uncoveredbranches
nestedimmediatelyinsidethis branch i andthepoten-
tials of thecoveredbranchesnestedimmediatelyinside
branch i. If all brancheswithin branch i havebeencov-
eredthepotentialis 0.

Thepseudo-codefor calculatingthepotentialof
abranchis givenbelow.

potential(branch i) # with respect to a vector
begin procedure

if branch i is covered
potent = 0
for x in branches j to k

#where j to k are branches nested
#immediately inside branch i

if (branch x covered by this vector)
potent = potent + potent(branch x)

if (branch x has never been covered)
potent = potent + 1

return potent
else

return 0
end procedure

3.2 Description of the algorithm

Initially thetestgenerationtechniquethathasbeense-
lectedis usedwithout theguidingmechanism,to cover
thosebrancheswhich areeasyto cover. After exercis-
ing theprogramwith eachtestvector, thepotentialsof
all thebranchesin theprogramundertestarecalculated
and the branchwith the highestpotentialis selected.
By focusingthe test input generationon this branch,
theprobabilityof coveringnew branchesis increased.

The focusingis achieved by input rangereduc-
tion that localizesthe input spaceaboutthe previous
testvector. If thereis no changein thepotentialafter
severaltestvectors,thenrangeexpansionis carriedout
so that otherpromisingregionscould be identifiedin

theinput space.

4 Results

An experimentwascarriedout to assesstheeffective-
nessof thesetechniques.Weselected4 programs[6, 3]
of varyingsizesfrom literatureor whichhavestandard
implementations.They are a mix of programsizes,
numberof branches,predicatecomplexity andnesting
level. Someof theprogramshave beenslightly modi-
fied to allow it to interfaceproperlywith our tool. The
resultsarelistedin table1.

No. of % Coverage TestVectors
Program Branches Achieved Random Guided
triangle 20 100 5527 166
calendar 42 97.62 408 127

roots 41 92.68 3426 1598
max 19 100 8 8

Table1: CoverageVs Numberof testsneeded

The potentialmetric usedin guidedtestingre-
ducestheimpactof thenestingfactoron hardto cover
branches. A further improvementbasedon branch
predicates[1]is to instrumentbrancheswith complex
predicatesin orderto help the guidedapproachcover
thesebranchesfaster.
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