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1 Intr oduction

Black-boxtesting[2] canbe easilyautomatedandin-
volveslessprocessinghanwhite boxtesting.However
it is very hardto achieve high coveragewith black-box
testing.Hardto testbranche$iave the mostimpacton
thetestabilityof the code. This paperproposes tech-
niguethat guidesblack-boxtestingso that thesehard
to testbranchesrecoveredquickly i.e. with fewertest
inputs.

A new dynamicmeasuregermedpotential of a
branchis proposed. During testing, useful structural
informationis extractedandcombinedwith thechang-
ing coverageinformationto evaluatethe currentpo-
tential of eachbranch. This measurds usedto guide
black-boxtestingtechniquesothatthe new testsgen-
eratedaremorelikely to exercisebranchesvhich are
sofar not covered. Theresults(Table1)shav thatthis
simpleguidedtechniquesignificantlyimprovescover-
age, especiallyfor programswith complec structural
properties.

2 Background

VoasandMiller [5] definessoftwaretestabilityas“the
probabilitythatapieceof softwarewill fail onit’s next

Execution thelocationwherethefaultexistsor hasan
impacton mustbeexecuted.
Infection: the programdatastateis changedy theer
roneouscomputation.
Propagation: theerroneouslatastateis propagatedo
the programs outputcausinganerrorin the output.
ThePIE modelusesall threeprobabilitiesto cal-
culatethe testability of the code. Thusif we canexe-
cute locationsmore ofteni.e. increasethe execution
probability we canimprove the testability as calcu-
latedby the PIE model.

3 The Guided Approach

Our approachmalesit possibleto generatdestssoas
to maximizethe branchcoveragecriterion as quickly
aspossible. This is primarily a frameawork for black
box testingtechniques.The guiding algorithm calcu-
lates metrics basedon the structureof the branches
within the codeandusesthesemetricsto influencethe
testgeneratiormechanismAny testgeneratiormech-
anismcould be easilymodifiedto usethis metric.
Thefactorsthatmake a branchhardto cover are
(basedbn randomtestingof severalprograms)

execution during testing (with a particularassumed 1. Nestingfactor: Brancheghataredeeplynested

input distribution) if the software includesa fault”.
While testabilityis a complec issue,it is usually con-
sideredasan attribute of a moduleor a softwareasa
whole. Voaset al [4] give a methodto calculatethe
testability of a modulebasedon the PIE model. The
PIE modelis atechniquehatis basednthethreepart
modelof softwarefailure. Thethreenecessarandsuf-
ficient conditionsfor a fault to actually causea failure
whichis detectables
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aremoredifficult to cover. In the potentialmea-
surethatwe have comeup with, we quantify this
difficulty associateavith the nestingfactor

2. BranchPredicates: Brancheswith certainopera-
torsin their predicatesreusuallyharderto cover.
We have identifiedthreesuchoperators equalto
(=), notequalto ( !=) andlogical And( && ).
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3.1 The metric : Potential of a branch

It is adynamicmetricthatis calculatedor eachbranch
afterthe executionof eachtestinput. Briefly it is the
numberof branchesthat are nestedwithin a branch
which areyetto becovered.lt is acombinatiorof both
the nestinglevel and the numberof brancheswhich
have not yet beencovered. It indicateswhatthe “po-
tential” is, i.e.hav mary new branchess it possible
to cover if we cansomehw cover the currentbranch
(for which we are calculatingthis metric). Formally
we defineit asfollows [1]:

Potentialof brand i with respecto a testvector
is Oif it hasnotbeencovered. If brandh i hasbeencov-
ered/enteed with respecto thetestvectorthenit’'s po-
tential is the sumof thenumberof uncorered branches
nestedmmediatelyinsidethis brand i andthe poten-
tials of thecovered branchesnestedmmediatelyinside
brandi. If all brancheswithin brand i havebeencov-

eredthe potentialis 0.
The pseudo-codéor calculatingthe potentialof
abranchis givenbelow.

potential (branch i) # with respect to a vector
begi n procedure
if branch i is covered
potent = 0
for x in branches j to k
#where j to k are branches nested
#i medi ately inside branch i
if (branch x covered by this vector)
potent = potent + potent(branch x)
if (branch x has never been covered)
potent = potent + 1
return potent
el se
return O
end procedure

3.2 Description of the algorithm

Initially thetestgeneratiortechniquethathasbeense-
lectedis usedwithoutthe guidingmechanismto cover
thosebranchesvhich areeasyto cover. After exercis-
ing the programwith eachtestvector the potentialsof
all thebranchedn theprogramundertestarecalculated

andthe branchwith the highestpotentialis selected.

By focusingthe testinput generationon this branch,
the probability of coveringnew branchess increased.
The focusingis achiezed by input rangereduc-
tion that localizesthe input spaceaboutthe previous
testvector If thereis no changen the potentialafter
severaltestvectorsthenrangeexpansions carriedout
so that other promisingregions could be identifiedin
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theinputspace.

4 Results

An experimentwascarriedout to assesshe effective-
nesof theseechniquesWe selectedt programg6, 3]
of varyingsizesfrom literatureor which have standard
implementations. They are a mix of programsizes,
numberof branchespredicatecompleity andnesting
level. Someof the programshave beenslightly modi-
fiedto allow it to interfaceproperlywith ourtool. The
resultsarelistedin tablel.

No. of | % Coverage TestVectors
Program | Branches| Achieved | Random| Guided
triangle 20 100 5527 166
calendar 42 97.62 408 127
roots 41 92.68 3426 1598
max 19 100 8 8

Tablel: CoverageVs Numberof testsneeded

The potentialmetric usedin guidedtestingre-
ducegheimpactof the nestingfactoron hardto cover
branches. A further improvementbasedon branch
predicateq1]is to instrumentbrancheswith comple
predicatesn orderto help the guidedapproachcover
thesebranchegaster
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