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Abstract— Risk is anything that threatens the successful 

achievement of a project’s goals.  The fundamental principle of 
risk-based testing is to do more thorough testing to those parts of 
the software system that present the highest risk. In this fast 
abstract, we introduce risk-based testing and discuss applying 
risk analysis to select test cases for regression testing which is 
essential to ensure software quality.  We provide a method of 
risk-based test case selection. This approach is a specification-
based method. Therefore, it does not have scalability problems as 
does code-based techniques. It is also easy to implement with test 
tools, thus, making the regression test process more automated. 
 

Index Terms—Risk analysis, Software testing, regression 
analysis, requirement traceability.  
 

I. INTRODUCTION 

 R EGRESSION testing is essential for ensuring software 
quality.  It is the process of validating modified software 

to provide confidence that the changed parts of the software 
behave as intended and that the unchanged parts of the 
software have not been adversely affected by the modification 
[1].  Much attention has been given to this topic in recent 
years.  Although existing research has addressed and solved 
some problems, most regression testing is code-based.  Code-
based regression test selection is good for unit testing, but it 
has a scalability problem.   As the size of the system under test 
grows, it becomes harder to manage test information and to 
create corresponding traceability matrices.   

Thus, although many researchers are investigating 
regression testing techniques, very few research projects 
involve regression test selection techniques that are 
specification-based [2, 3].  In practice, some companies, such 
as IBM, have developed specification-based regression test 
strategies.   

In this note, we discuss a specification-based method for 
regression test selection.  We use risk analysis to guide test 
case selection, and measure the quality of the regression test 
suite. 

 

II. BACKGROUND 
  Risk is a threat to the successful achievement of a 

project’s goals.  The tester’s job is to reveal high-risk 

problems in the product.  Traditional testers have always used 
risk-based testing, but in an ad hoc fashion based on personal 
judgment [8]. Using risk metrics to quantitatively measure the 
quality of a test suite seems more reasonable and is our 
approach. 

Some researchers, especially those from industry, are very 
interested in the idea of risk-based testing.  Pfleeger [5] 
discusses risk management.  Amland [6] presents 
fundamentals and metrics of risk-based testing.  Bach works 
on methodologies for risk analysis [7].   
 

III. TEST SELECTION STRATEGY BASED ON RISK 
Major goals of regression testing are to assure system 

stability and reliability.  Our risk-based approach focuses on 
test cases which test the risky areas. Hence, it can help us 
achieve adequate confidence in software quality. Our test 
selection method consists of two parts: test case selection and 
end-to-end test scenario selection. 

A. A Sample Risk Model 
 In [6] Amland presented a simple risk model with only two 

elements in Risk Exposure.  We use this model in our 
research.  It takes into account both: 
1) The probability of a fault being present. 
2) The cost (consequence or impact) of a fault in the 

corresponding function if it occurs during normal 
operation.   

The mathematical formula to calculate Risk Exposure is RE 
(f) = P (f) × C (f), where RE (f) is the Risk Exposure of 
function f, P (f) is the probability of a fault occurring in 
function f and C (f) is the cost if a fault is executed in function 
f in operational mode. 

B. Risk-based Test Case Selection 
Using the risk model presented in the previous section, our 

Risk-based Test Selection approach has four main steps. 
Step 1:  Estimate the cost for each test case: 
Cost is categorized on a one to five scale, where one is low 

and five is high.  Two kinds of costs will be taken into 
consideration: 
1) The consequences of a fault as seen by the customer, for 

example, losing market share because of faults, 
2) The consequences of a fault as seen by the vendor, for 

example, high software maintenance costs because of 
faults.  
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Step 2:  Derive severity probability for each test case: 
For each test case, we compute severity probability 

depending on the number of defects and the severity of 
defects.  Severity probability falls into a zero to five scale, 
where zero is low and five is high.   

Step 3:  Calculate Risk Exposure for each test case: 
Risk Exposure is the multiplication of Cost and severity 

probability. To enhance or focus the results, we can also add 
weights to test cases that we need to give preference to. 

Step 4:  Select test cases that have the highest values of 
Risk Exposure as Safety Tests (Safety Tests check that serious 
failures do not occur). 

C. Risk-based Test Scenario Selection 
Since end-to-end scenarios involve many components of 

the system working together, they are highly effective at 
finding regression faults.  Our selection strategy obeys two 
rules: 

R1: Select scenarios to cover the most critical test cases. 
R2: Ensure scenarios cover as many test cases as possible. 
Based on a traceability matrix showing the relation between 

end-to-end test scenarios and test cases, our risk-based test 
scenario selection approach also has four main steps. 

Step 1: Calculate Risk Exposure REs for each scenario: 
Using the traceability matrix, we can simply calculate the 

Risk Exposure for each scenario by summing up the Risk 
Exposure for all test cases that this scenario covers. 

Step 2:  Select the scenario with highest REs  
Step 3: Update the traceability matrix (remove selected 

scenarios and covered test cases, and re-calculate REs): 
When running the chosen scenario, all test cases covered by 

the scenario will be executed.  According to our selection 
rules, these test cases should not affect our selection any more.  
We should focus on those test cases that have not yet been 
executed.  In our approach, we cross out the column for the 
chosen scenario, and rows for all the test cases covered by the 
scenario. All of this is easily automated. 

Step 4: Repeat Steps 2 and 3 as desired.  
 

IV. CONCLUSION 
In this note we have presented a specification-based (black 

box) regression test selection technique.  This technique is 
customer-oriented and also risk-based.  It is also easy to 
implement with test tools, thus, making the regression test 
process more automated. Our industrial case studies indicated 
that the technique is effective in finding defects. Details about 
our approach and research results can be found in [9] and 
[10]. 

Our future work includes using more experimentation and 
empirical case studies to enhance the effectiveness of our 
technique, developing new metrics (for example, specification 
coverage) to help decide when to stop regression testing, and 
implementing our approach in a production test process and 
guide test selection.  We will also use commercial statistical 
analysis tools to measure the cost-effectiveness in practice. 
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