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I. INTRODUCTION

Recent strategies to protect system security lay emphasis
on designing intrusion-tolerant systems that are able to
tolerate intrusions using techniques such as redundancy,
diversity, reconfiguration and graceful degradation. These |
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systems are expected to not only detect and tolerate response
attacks, but also repair, or rejuvenate themselves so as

to remove any damage caused by an intrusion. Several
research efforts are currently afoot to design such systems,
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Before any security mechanism can be accepted flg- L
provide protection to a system, it is important to assess its
efficacy. Earlier security evaluations were mainly based
on a qualitative assessment, such as [1], [2]. This may2) Acceptance testing on the responses by acceptance
not be enough to characterize intrusion tolerant systems. monitor
Recent studies to security evaluation have begun to take @) Voting and agreement by ballot monitor
guantitative approach by using probabilistic and statistical 4) Automatic auditing in audit control module and
methods as in traditional reliability analysis [6], [3], [5], manual monitoring
[4]. In this paper we apply probabilistic modeling to the
SITAR system, which is an intrusion tolerant architecture
developed jointly by MCNC and Duke University. We start
with a continuous-time Markov model that describes the
dynamic behavior of multiple intrusion tolerance strategies - ygemepeted
that exist in SITAR. In order to increase the fidelity of
the model to the SITAR architecture, we found it difficult
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IIl. THE BASIC MODEL
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The SITAR system has the following main subsystems:
proxy servers, acceptance monitors, ballot monitors, augi§. 2. State Transition Model for Threat Level One
control module, adaptive reconfiguration module (ARM),
and the COTS servers. Figure 1 presents a logical viewrigyre 2 and Figure 3 shows the state transition diagram
of the SITAR architecture. In SITAR, the detection of afy, the SITAR system operating in an environment with
attack and the compromise can be carried out by multipl@rying threat levels. In threat level 1, there is only 1
subsystems as enumerated below: COTS server while for the threat level 3 there are 3
1) Malicious request detection by acceptance monitaredundant COTS servers so as to achieve higher security
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Fig. 3. State Transition Model for Threat Level Three

and intrusion tolerance capabilities. Initially, the system
is in stateG, in which no vulnerability is found. The
system will go into vulnerable staté from good state Fig. 4. SRN Model for SITAR Security
G, indicating that some of these vulnerabilities have been

identified. In statel/, attackers try various ways to ex-

ploit these vulnerabilities, and in the mean time systefssociated with these places characterize the system’s
administrators may be fixing the vulnerabilities. If alkedundancy structure and intrusion tolerance mechanisms.
vulnerabilities are fixed before the attacker can issue gihally the transitionsT.,, Tree, Tfiz Charactetize the

attack, the system will return to stat&; otherwise the gsystem recovery behavior. The guard functions are shown
vulnerability will eventually be successfully exploited angn Taple |.

an attack is injected into the system.

If SITAR’s internal components are able to detect an guard functions
attack before any damage gets done to the system, the sys- g% zg%zi i 8;
tem will continue to stay in vulnerable stalle Otherwise 93 | #Pup) > #Paown)
the attack sneaks into the system resulting in some damage 94 | #(Pup) < #(Paown)
to the COTS servers. If the compromise is detected, and 32 #(P;e(tl)) >)#>(113wl)

up

the resulting damage can be tolerated by redundancies

present in the SITAR system, the system still returns to TABLE |

the vulnerable state after the attack. As is the case in ENABLING FUNCTIONS IN SITAR SRNMODEL

Figure 3, if one COTS server is compromised by the

malicious attack and the system detects the compromise,

it can tolerate the compromise by changing to stite

and continue providing services with_ 2 COTS servers up. REFERENCES
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