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Abstract

We are developing a suite of metrics for early
assessment of software reliability and to provide feedback
to the developer on the quality of their testing effort. The
suite consists of easy-to-measure information collected
from the source code and test programs. We are studying
correlation between these metrics and the reliability of
the developed software. The results of an initial case
study demonstrate the feasibility of the approach.
Metrics will be added to or deleted from the suite based
on further validation work.

1 Introduction

An internal metric, such as the number of lines of
code, is a measure derived from the product itself. An
external measure is a measure of a product derived from
assessment of the behavior of the system. For example,
the number of defects found in test is an external
measure. The ISO/IEC standard [12] states that “Internal
metrics are of little value unless there is evidence that
they are related to external quality.” OQOur research
objective is to create and validate a set of easy-to-
measure internal metrics that provide feedback on the
quality of a testing effort and can be used as early
indication of the external measure of system reliability.
This work builds on the work reported in [15].

Structural object-oriented (OO) measurements, such as
those defined in the Chidamber-Kemerer (CK) [6] and
MOOD [5] OO metric suites, are being used to evaluate
and predict the quality of software [11]. The CK and
MOOD suites include such relatively easy-to-measure
metrics as cohesion and coupling. When properly
calibrated, they may be used as an early internal indicator
of externally-visible product quality. The actual
measurable product quality (e.g., failure rate) that derives
from its behavior, usually cannot be measured until too
late in the life-cycle to effect an affordable corrective
action. In general, a multi-phase approach must be taken,
since different metrics will be visible at different
development phases [15].

For these early indicators to be meaningful, they must
be related (in a statistically significant and stable way) to
the field quality of the product. The validation of metric
relevance requires convincing demonstration that (1) the
metric measures what it purports to measure and (2) the
metric is associated with an important external metric,
such as field reliability, maintainability, or fault-
proneness [9]. There is a growing body of empirical
evidence that supports the theoretical validity of the use
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of higher-order early metrics, such as OO metrics [1, 4]
as predictors of field quality. However, general validity
of these metrics (which, on their own, are often unrelated
to the actual operational profile of the product) is still
open to criticism [7]. Still, we believe that a judicious use
of early metrics, in conjunction with an understanding of
the software process and an early indication of the
operational profile of the product, can be a powerful tool
in guiding the development of good quality software.

In this paper, we report on initial results related to the
development of a metric suite that would serve as early
indicators of software field reliability, and that would
provide feedback to the developer on the quality of the
testing effort. The suite discussed here is depends on an
extensive set of automated unit and acceptance test cases.
Such practice is common with test-driven development
approaches [3] of the Agile and Extreme Programming
[2] software development methodology.

2 Metrics Suite

Our initial set of metrics called the Software Testing
and Reliability Early Warning — Java (STREW-J)
Version 1.1 metric suite is based on a source coverage
metrics and four testing intensity ratios (Rx):

o number of test cases/source lines of code (R1) would

indicate if there are too few test cases written to test
a large body of source code;

o number of test cases/number of requirements (R2);
would indicate if the testing was done appropriate to
the requirements;

o test lines of code/source lines of code (R3)would
indicate if the ratio R1 was inaccurate as there might
have been a few test cases that might have been
comprehensive;

o number of asserts/source lines of code (R4) would
serve as a control for both R1 and R2 so that in case
there are few test cases but each have a large number
of successful calls to the source program then the
metric suite does not penalize the developer; and on

e code coverage (C) which measures the ratio of the
number of lines of the source code that are executed
by the test code so that most of the source program is
covered by testing and indicates the accuracy of R3.

The work of Vouk and Tai [15] showed that similar
metrics have strong correlation with field quality of a
industrial software products. Hence, while specific mix of
verification and validation intensity (VVI) metrics will
probably change as we further study the problem, the
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concept appears to be quite a powerful early predictor of
field quality.

3 Case Study

This initial study is based on 13 programs developed in a
senior level software engineering course at North
Carolina State University (NCSU). Measured Rx values
and reliability estimates are in the Appendix. Reliability
of the codes was estimated using a “no failure” model [8,
10, 13]. This model was chosen because the XP process
requires that all test cases written should reflect
operational usage and must pass. Hence, after they have
been passed, there exists a meaningful long term failure
rate denoted by ®. N (random) tests may establish an
upper confidence bound of (1-a) on @, let it be 6 [10].
The relationship is given by 1- (1-0) <=a [14]. So 0
forms a lower confidence bound of the failure rate of our
software. The result of applying an ordinary least square
regression on the metrics obtained from the 13 programs
and the corresponding reliability estimates yielded a
statistically significant result (F=4.325, p< 0.041) on the
ANOVA. The regression equation to predict the
reliability was found to be:
Reliability = 0.669 + 1.586*R1 + 0.0513*R2 —
0.0290*R3 + 0.192*R4 — 0.0774*C
A correlation analysis is shown in Table 1. It indicates
that there exists a statistically significant relationship
between the ratios R/, R2, and the reliability estimate.
There apparently exists significant relationship in the case
of R3 and R4 as they depend heavily on developer
characteristics. However, the relationship between the
code coverage and the estimated reliability may not be
statistically ~significant because the students were
specifically assigned to create test cases with high code
coverage.

Table 1: Pearson correlation and statistical significance
results between the ratios and the reliability estimate

0 R1 R2 R3 R4 Coverage
0.01 | 0.629, | 0.992, | 0.302, | 0.469, 0.118,
p<.021 | p<.000 | p<.316 | p<.106 | p<.702
0.05 | 0.703, | 0.814, | 0.393, | 0.541, 0.039,
p<.007 | p<.001 | p<.184 | p<.056 | p<.900
0.10 | 0.616, | 0.584, | 0.414, | 0.502, -0.071,
p<.025 | p<.036 | p<.159 | p<.081 p<.817

4 Conclusions and future work

This work in progress reports on development of a set
of early software field quality indication metrics. The
results of an initial case study that assessed the
relationship between the metrics and the reliability
estimates demonstrate the feasibility of the approach and
the candidate metrics. However, validation of the
approach will require data collection and field reliability
analysis in a multitude of environments. We plan an
extensive validation of our metric suite in a variety of
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different industrial and academic environments. We will
conduct another academic experiment in the Fall 2003
semester and will collect data to analyze the reliability
growth based on the failures encountered during testing.
We will also assess “true” field reliability of the programs
against a uniform set of test cases. Through this work, we
will refine the metric suite by adding and deleting metrics
based on the results of these case studies.
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