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1. Introduction and does not contain any operating anomalies. This proce-
dure builds a model out of a subset of observations (called
Software aging [2] is a phenomenon observed in a soft- training vectors) that are determined to best charactdreze
ware application executing continuously for a long period system’s expected operational state for the selectedlIsigna
of time, where exhaustion of operating system resourcesin the second step, called the monitoring step, newly ac-
(memory leaks), data corruption and numerical error ac- quired observations are used together with the previously
cumulation eventually lead to performance degradation,trained MSET model to estimate the expected values of the
hang/crash failures or both. To counteract this problem, signals.
Huang et al. [2] proposed the technique of software re- The difference between a signal’s predicted value and its
juvenation, which involves occasionally stopping the soft directly sensed value, called a residual, is then computed.
ware application, removing the accrued error conditiors an The software’s fault detection procedure employs a Sequen-
then restarting the application in a clean environment. Fortial Probability Ratio Test (SPRT) technique to determine
time-based rejuvenation policies, which are simpler to im- whether the residual error value is uncharacteristic of the
plement, state restoration is performed at regular determi learned process model and thereby indicative of a sensor or
istic intervals. For prediction-based rejuvenation, dyia equipment fault. For sudden, gross failures of a sensor or
resource metrics are continuously monitored and rejuvena-a subsystem, this procedure anunciates the disturbance as
tion is attempted only when the onset of aging is deemedfast as a conventional threshold limit check. However, for
highly probable. The second approach allows the most ef-slow degradation as in the case of software aging, this test
ficient overall system operation. This approach, however, can detect the disturbance long before it would be apparent
requires that some performance metrics be identified thatwith conventional threshold limits.
can be monitored to detect the onset of aging [3]. The main factors that determine the running time of a
Our objective in this paper is to study the performance training model are the number of training vectors (user-
tradeoffs in using the Multivariate State Estimation Tech- settable in SureSense) and the number of signals in the
nique (MSET) for proactive annunciation of software aging model. The model training time is linearly proportional
in large, Unix-based multiprocessor servers that are used i to the number of traning vectors and to the square of the
mission-critical and business-critical e-commerce appli  number of signals in the model. Generally, estimates pro-

tions. duced by using a lesser number of training vectors tend to
be less accurate and less reliable than those created lgy usin
2. MSET more training vectors. Under some circumstances, using too

many training vectors can capture signal noise and lead to
MSET [1] is a nonlinear, nonparametric modeling undesirable effects (the “overtraining” syndrome).

method that was originally developed by Argonne National
Laboratory (ANL) for high-sensitivity proactive fault men 2.1 Application of MSET to software aging
itoring applications in commercial nuclear power applica-
tions. The implementation of MSET that was used in this  Figures 1 and 2 show examples of MSET applied to de-
study was the SureSense tool developed by Expert Mi-tect the onset of software aging. A data set consisting of
crosystems. In the first step, a training procedure is used taapproximately 35000 observations of 29 software variables
characterize the monitored equipment using historicat-ope (signals) collected from a Unix-based multiprocessor sys-
ating data which contain all modes and ranges of operationtem was used for the models. The upper plot of Figure 1
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Figure 1. Model with 1000 training vectors

shows the MSET estimates and observations of signal ‘free
swap space’, for a model built using 1000 training vectors.
A subtle memory leak was simulated at approximately the
mid-point of the observations using the built-in fault inje
tion capability of the SureSense tool. The corresponding
lower plot shows the SPRT alarms generated by the tool.
Sustained positive alarms can be seen soon after the simu
lated memory leak starts.

3 Multiparametric Tradeoff Study in MSET

Next, the model training times for MSET were studied
with various number of training vectors and signals. Fig-
ure 3 shows the results from this multiparametric analysis.
The training times rise sharply with increase in the num-
ber of signals but rise more gently with increase in number
of training vectors. This verifies the theoritical estinsate
of training time dependence on the number of signals and
training vectors. Results from this sensitivity analygie a
being used as a guideline for deciding tradeoffs issueddin se
ting up optimized MSET models on new server platforms.
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Figure 3. Multiparametric plot

Figure 2 shows MSET estimates and observations from4  Summary and Conclusions
the same data set from a model created using only 100 train-

ing vectors. As we can see from the upper plot, the esti-

In this paper, we demonstrated the applicability of us-

mates are not as tight as in the previous model and tend tqng MSET to detect the widespread software aging problem

be noisy. Also, the lower plots show sporadic and intermit-
tent false alarms.
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Figure 2. Model with 100 training vectors
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and studied the performance versus sensitivity tradeoff is

sues associated with it. More training vectors results in a

better model but takes a longer time to train, while fewer

training vectors perform the training procedure quickly bu

result in less accurate estimates. Future experiments coul
be conducted along these lines by systematically varying

the number of traning vectors and the number of model sig-

nals, using the approach established in this investigation
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