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Promise of Software Components
In engineering design, the idea of aggregating standard-

ized components to create a complex system has allowed en-
gineers to create better systems more easily. Components are
described in a handbook, where each has a “data sheet” entry.
Its data sheet describes what a component does, and equally
important, it gives constraints that allow the system designer
to decide if the component is “good enough” for the applica-
tion. For mechanical components, these constraints concern,
for example, the life expectancy of the component.

The success of the component-construction paradigm in
mechanical and electrical engineering has led to calls for its
adoption in software design. Software is embedded in sys-
tems with mechanical and electrical components, systems de-
signed using component techniques from these other branches
of engineering. The system designer of an embedded system
would like the software “component” to have a data sheet.

Analogies between disciplines are only suggestive. No
one knows whether software components can realize the ben-
efits of the analogous mechanical and electrical ones. Cer-
tainly the embedded-system designer who today looks for
technical data sheets on software parts will be disappointed.
Without the solid information of a data sheet, software “com-
ponents” are no bargain. To buy off-the-shelf software of un-
known quality is only to trade the difficult task of assessing
your own work, for the more difficult task of assessing some-
one else’s.

Component Data Sheets
We propose an underlying theory for the technical quality

information to appear on a software-component data sheet.
The other side of the components’ coin – the technical de-
scription of what a component is supposed to do – is of equal
or greater importance, but we do not address it. (However,
most of the current research in reusability goes into compo-
nent specification, not component quality.)

To be useful in system design, component data sheets
must contain technical information sufficient for the system
designer to make reliability calculations; and, it must be pos-
sible for the component developer to collect this information
at a reasonable cost. Subjective assessments derived from the
software development process do not qualify as data-sheet
information, because they amount to no more than assertions
that the developer is trying to do a good job. For example,
stating that the developer uses a careful inspection process
is no help in calculating reliability. The reputation of the
developer is not an inconsequential factor in selecting a com-

ponent; but, its role should be to convince the designer that
technical data can be believed.

Two measures of software quality that qualify for a data
sheet are (1) that the component has been proved correct, or
(2) that it has been randomly tested using an accurate user
profile. Both of these require a formal specification of what
the component is supposed to do (the part of the data sheet
that we do not consider). A statement that the component has
been proved correct is a guarantee that it will perform accord-
ing to its specification. A statement that (say) its reliability is
better than1� 10�4 per execution with an upper confidence
bound of 99%, is a statistical assertion that there is no more
than 1 chance in 100 that it will not perform according to the
specification in 10,000 trials. Correctness proofs (1) can be
thought of as the special case of a profile-independent reli-
ability of 1.0, with 100% confidence. The reader of a data
sheet might doubt that the developer has actually established
such precise technical claims. But this is a question that can
be answered scientifically, and if the developer has lied there
are legal remedies.

When the quality information on a component’s data sheet
is statistical, it must be obtained by random testing. The fun-
damental problem of assessing component quality is that any
standard profile from which test inputs are drawn willnot
match the profile that the component will experience when
placed in a system.

We solve the profile problem with data-sheet mappings
based on a subdomain decomposition of the component input
domain. A system designer can use these maps to predict the
system reliability before implementation. Our procedure is
not necessarily practical (although we hope to show that it is
practical enough to be often useful); but, we maintain that it
is a fundamental theory of component reliability, on which
any practical work must be grounded.

Data-sheet Mappings
A component developer provides a data sheet giving a

set of subdomains, and two mappings of an input profile. A
profile is assumed to be expressed as a weighting over the
subdomains. Let the subdomainsSi partition the component
input domainD = S1 [ S2 [ :::[ Sn. A profileP is then a
vector of weights to be assigned to eachSi:

P =< h1; h2; :::; hn > :

The data-sheet mappings are:

Reliability mapping. Carries a profile vector to a real value
R 2 [0; 1], the probability that the component will not
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fail on an input drawn according to this profile. The de-
veloper measures the failure ratesfi within each sub-
domain using random testing. Then

R =

nX

i=1

hifi:

Profile-transformation mapping. Carries an input profile
vector to an output profile, the latter expressed as a
weighting vector over an arbitrary set of subdomains
U1; U2; :::; Um (unrelated to the subdomains on the data
sheet). The weightings of the output profile

Q =< k1; k2; :::; km >

on these subdomains is the sum of the contributions
from each input subdomain,

kj =

nX

i=1

hi
jfz 2 Sijc(z) 2 Ujgj

jSij
;

wherec is the function computed by the component.
The information on the data sheet and the ability to
execute the component to calculatec, are sufficient to
estimate theki givenUi, by making a random selection
from eachSi.

The data-sheet mappings allow a system designer to calculate
using an arbitrary profile (given in terms of a vector of subdo-
main weights) for a component. The profile-transformation
describes how a profile is altered across a component, and the
reliability mapping gives a component’s independent contri-
bution to the system reliability.

System Design and Reliability
The example of a system design and reliability calcula-

tion using two software componentsA andB in sequence
will illustrate our ideas. The components must be functional,
that is, must not communicate through global state.A is
given the system input, and invokesB, passing its output as
B’s input; B’s output is the system output.A must invoke
rather thanuse B, in the sense of Parnas [buzz]. The system
developer has a profile vector for the system, and the data
sheets forA andB. Using the system profile (which is input
to A), A’s reliability mapping can be used to calculateRA,
the reliability ofA alone. (The subdomains of the system
are projected onto the subdomains ofA’s data sheet.)A’s
profile-transformation mapping can be used with the subdo-
mains fromB’s data sheet as theUi, to calculate the profile
B will see. ThenB’s reliability mapping can be used to cal-
culate reliabilityRB for B alone. The system reliability is
finally calculated asRARB.

Summary and Future Work
Briefly, the theory we are developing includes:

� Reliabilitycalculation for system-design structures other
than component sequence, in particular, conditionals
and loops. Thus we have a complete algebra for sys-
tem design.

� Treatment of “system glue,” the explicit system code
between and around components. We divide this code
into component-like fragments that are functional and
successively invoke each other.

� Consideration of component independence.

The ideas on which the theory draws have appeared in
references [RST], [HASE], and [SRE].

Of the remaining open questions, perhaps the two most
important are:

� How should component subdomains be chosen? In
particular, subdomains that are too large may hide fail-
ures from the component developer’s tests.

� How can software systems employ components so that
the reliability of the whole is better than that of its
parts? For safety-critical systems, a design technique
must be found analogous to parallel redundant sub-
systems in mechanical engineering. Multiversion pro-
gramming (MVP) is the only known technique, but in
it the effect of coincident failures cannot be quantita-
tively predicted.

The theory we have developed is “microscopic” rather
than “macroscopic.” We show how to calculate system prop-
erties from the data sheets of components in full detail. If this
procedure is to be used in practice, it must be supported by
tools, for example to automate the transformation of profiles
and domains through sequences of components.
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