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ecent trends in high-end general- 
purpose computing point to a need to 
consolidate commercial information- 
processing applications and ddtabas- 

es. Although this need appears to run contraq to 
the continuing growth of distributed computing. 
the commercial world has compelling reasons for 
consolidating data centers and ultimately con- 
puters. These reasons include acquisitions and 
takeovers. elimination of data centers, and staff 
reductions. Consolidation reduces costs and sim- 
plifies and improves system management and 
data security. At the same time. howel.er. it 
increases demands on the remaining data center 
computing equipment. Thus. the data center 
computer needs to have very high performance 
and capacity and fault tolerance that provides 
close to 100 percent availability. 

Computing has become a multiple-time-zone 
operation or even a global operation. With con- 
solidated computing. an organization may have 
work loads running in prime shift at some part 
of the globe at any time. A related trend is the 
elimination of off-prime or nonprime shift oper- 
ations-applications such as credit card autho- 
rization, automated tellers. and point-of-sale 
terminals must be on line all the time. As a result. 
a computing system can never take a scheduled 
outage. Consolidation, coupled with the nature 
of today’s applications. places stringent avail- 
ability requirements on high-end computers. 

Another result of consolidation is the slmulta~ 
neous existence of unrelated work loads and 

multiple operating systems on the same com- 
puter. When applications are added because of 
acquisitions or site reductions. one larger com- 
puter can replace several of lesser capacity with- 
out a need to change the applications. The 
logical partition for each operating system is cus- 
tomized for the capacity of the computer it 
replaces. Since one computer supports all the 
partitions. each of w-hich could have a different 
critical operations window. the overall demand 
for hardware availability is greater, spanning all 
the windows. To satisfy this demand, the fault 
tolerance design objective for IBM’s ES/9000 
Model 982 computer is to keep running without 
outage or intervention either at the time of fail- 
ure or during repair. 

Design philosophy 
Our general-purpose computer architecture 

has evolved since 1964 from the System/360, 
through the System,‘370 and the System/370 
Extended Architecture (XA). to today’s System/ 
390 Enterprise Systems Architecture. The current 
hardware implementation is the ES/9000, which 
includes three machine types: the 9221, 9121, 
and 9021, from least to highest performance. The 
high-end 9021 is available in models with from 
one to eight CPUs. The most powerful is the 
eight-CPU Model 982. 

Fault tolerance is implemented at two distinct 
levels in the 982. At the circuit level. a set of 
objectives and guidelines for consistent error 
checking and recovery ensures fault tolerance 

48 IEEE Micro 0272-1732/94/$04.00 0 1994lEEE 



r 

throughout the computer. regardless of each subsystem‘s 
function. At the system level, on the other hand. subsystem 
functions determine fault tolerance implementation. From a 
wide range of fault tolerance techniques. the designer selects 
the best for each subsystem function. Both the circuit and 
system levels must meet overall product requirements. not 
just for fault tolerance but also for cost and performance. 

Circuit-level issues. A computer’s error detection and 
recovery strategy must handle the most frequent circuit fault 
models. Logic errors can occur due to hard. intermittent. and 
transient circuit faults. The hard, or permanent. fault occurs 
when a digital circuit no longer yields a correct output. given 
a specific set of inputs. Any time the specific input is repeat- 
ed, the circuit produces the incorrect output. An intermittent 
fault occurs when a specific event produces an incorrect 
result. but the same inputs at a different time may produce 
the correct result. An intermittent fault can occur as a result 
of a design error or marginal circuits. Transients occur n-hen 
environmental conditions, noise, or cosmic particles cause an 
incorrect result, but the circuit itself functions correctly. 

The expectation for the chip technologies used in the 982 
is that most faults are transient, so the design focus is to retr) 
operations and recover at the hardware level whenex-er pos- 
sible. Once the design has been debugged and the comput- 
er installed in a stable environment, intermittent failures are 
extremely rare. The computer is not specifically designed to 
handle intermittents. For infrequent intermittents. instruc- 
tions are retried and recovered: if such errors occur fre- 
quently, they exceed thresholds and are considered 
permanent faults. 

The IBM S/‘360, S/370, and S/390 computers have been 
known for their data integrity. Traditionally. when an error 
occurred. these computers checked all computation. retried 
the operation. and if it was unrecoverable, the computer 
stopped and perhaps a higher level of fault tolerance (such 
as software) handled the situation. Consequently, vev exten- 
sive concurrent error detection was designed into the 
computers. 

To make the 982 fault tolerant, its designers increased the 
traditional concurrent error detection from the 90 percent 
range to 100 percent. An error is usually identified and recov- 
ery attempted within the same machine cycle. Reporting and 
recording may take additional cycles. A code protects even 
latch, and there are no naked latches. All dataflows. arrays. 
and control buses include parity or ECC, and state machines 
use techniques such as parity predict or duplication. 
Expanding to 100 percent coverage added less than 3 per- 
cent to the number of logic chips. This increase is so small 
mainly because many of the hard-to-check logic chips. such 
as sequence logic. are very limited in pins, and thus the logic 
can be completely checked without adding chips. 

In addition to concurrent error detection of all logic. on- 
line error correction and repair capabilit)- requires exact iden- 

tification of the replaceable part that causes an error. For 
recoveq. the computer also should identify the source of 
the erroneous data. As an example. the design ground rules 
require that error checkers be placed at the driver of any sig- 
nals lea\-@ a part and immediate!!- after the receiver of any 
signals entering a part. This allon-s most Failures to be iden- 
tified to the correct p;1rt without further analysis. On-line fail- 
ure isolation determines the part to be replaced.’ The system 
must be able to determine whether an error is due to a per- 
manent physical failure requiring repair or only a transient 
fault that can be handled Lvithout physical part replacement. 
In a 982. it is not always easy to distinguish which type of 
fault has occurred. but the design handles all of them. 

Distinguishing faults requires the capability to back out 
and retr)- internal operations with appropriate thresholds for 
determining success. Since retrying an operation can involve 
different paths through the logic than the original error, the 
system of thresholds is \-ery fine grained and rather complex. 
For example. if a fault occurs on a directov entry in a cache, 
the retry of the operation may use a different cache set. 
Therefore. the threshold must be on the use of the directo- 
5 address and set, not on the actual operation being per- 
formed. This has led to a ver)- extensive threshold 
implementation. 

Failure due to a hard circuit fault might be recoverable 
through instruction retry since the machine is run nonover- 
lapped during the ret?. thereby using different circuit com- 
binations. Intermittent faults, on the other hand. could cause 
errors several times and go a\-)- later. To deal with either 
type of fault. multiple retries with appropriate thresholds 
determine whether a unit needs to be taken out for repair or 
n-hether the computer can continue with the unit containing 
the failure. Chen et al. give a detailed description of the 982‘s 
error detection techniques.’ 

System-level issues. The 982 has three major functional 
subsystems: the CPl’s. the channel subsystem, and the stor- 
age hierarchy. It also has a fourth subsystem consisting of 
the support functions: the processor controller element 
(PCE). po\ver. and cooling. Together. these four subsystems 
are called the central processing complex (UC). 

For performance, the CPC has several identical elements 
in parallel. such as processors and channels. These inher- 
ently redundant resources provide a fundamental fault tol- 
erance capability. Each element is designed at the circuit 
level to have concurrent fault detection. recovery by retry, 
and fault identification and isolation. The strategy for fault tol- 
erance is to couple the error detection and failure isolation 
capabilities with system-level techniques exploiting the inher- 
ent redundancy in the CPC. As a result. the 982 can identify 
errors and reco\ er transient and intermittent failures by retry. 

The storage hierarchy passes back detected errors to the 
CPI: or channel. Returning these “passed errors” to the 
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requester limits the scope of transient faults to a  single oper- 
ation and allows unaffected storage operations to continue. 
The computer can tolerate many permanent faults. particu- 
larly those in array chips, by reconfiguring the array to pre- 
vent use of the failed location. For permanent faults requiring 
repair, the CPC isolates the failing element. reconfigures the 
system around it, and recovers by rolling back to an  error- 
free consistent state, all without stopping the work load. The 
design provides the capability to fence off all external inter- 
faces to an  element so that reconfiguration and maintenance 
can be performed while the computer continues in opera- 
tion. A service technician can replace the failed hardware 
without affecting the rest of the CPC. 

It is crucial that the PCE and the rest of the support do  not 
impinge on the availability of the functional subsystems. 
Because the support subsystem does not have the perfor- 
mance constraints of the functional subsystems. it can use 
more traditional fault tolerance techniques such as explicit 
redundancy-that is, duplication strictly for reliability. The 
storage hierarchy also employs wel l-documented methods 
for data protection; the multiplicity of methods and the result- 
ing design robustness exceed most implementations. For 
these reasons, we describe the support subsystem and the 
storage hierarchy only briefly in the following sections. W e  
describe the CPUs and channel  subsystem in more detail 
because they best illustrate the system-level design direction. 

The central processor 
All S/390 CPCs with more than one CPL- can dynamically 

vary any CPU between on-l ine and off-line status, and. as long 
as one CPU is on  line, continue instruction execution. Except 
for special operations (vector facility and integrated crypto- 
graphic facility) for which hardware may not he  provided on 
all CPUs, each CPU in a  mult iprocessing environment can exe- 
cute any task dispatched by the operating system. Where a  
particular task will be  executed is unpredictable. 

The 982 mult iprocessing environment is usually one eigh- 
way multiprocessor but may he two four-way multiproces- 
sors, also known as a  physically partit ioned multiprocessor. 
Any S/390 multiprocessor can have one native operating sys- 
tem or up  to 10  logical partitions. Each logical partition has 
an independent operating system with some number of log- 
ical CPUs assigned to it. The number of CPUs per partition 
cannot exceed those physically available. Logical CPUs can 
he dedicated or shared. Any dedicated CPUs can be assigned 
to only one partition, thus reducing the maximum available 
to coexisting partitions. For redundancy, a  partition is shared 
or has at least two dedicated CPUs. 

A major design goal is to exploit this apdhility, allo\ving 
the computer to continue uninterrupted operation if a  CPC 
becomes unavailable. Accomplishing this goal requires the 
following procedure: 
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1. The processing srate in the failed CPU must roll back to 
a  consistent, error-free state. 

2. The state of the storage system as seen by all other CPUs 
must be  architecturally accurate and free of errors. 

3. The PCE must ascertain the failed CPU’s state (transient 
failure or permanent failure). 

4. The PCE must remove the failed CPU from the config- 
uration before it propagates any corrupted data. 

5. The operating system must transfer the work that was 
running on the failed CPU to an operational processor. 

6. The failed CPU must he  repaired and returned to service 
without a  system interruption. 

An example involving instruction retq and recovery illus- 
trates the implementat ion of this procedure. Figure 1  shows 
the pipeline stages and four issued instructions. This machine 
implements out-of-sequence execution and exploits this per- 
formance technique to boost fault tolerance at the circuit 
level. Out-of-sequence execution allows multiple instruc- 
tions to be  issued without requiring that they finish in the 
order of issuance as long as the)- complete in the same order. 
There is a  fine distinction betweenjitzish and complete: jin- 

is-h means reaching the end of the instruction’s execution; 
complete means storing the instruction’s results. Essentially, 
once an instruction completes, it cannot he  hacked out 
because its results are posted in storage and architecturally 
the instruction his executed. Prior to completing, an  instruc- 
tion can be backed out. provided all pending stores from 
instructions issued after it are also canceled and the storage 
is left in a  consistent gate. 

Assume a  failure occurs at t ime T2 as shown in Figure 1. 
The clocks are immediately frozen at t ime T2. Note that the 
last completed instruction was instruction 1. which com- 
pleted at t ime Tl. Al though instructions 3  and 4  have both 
finished (their results ha\-e been calculated and put into tem- 
porary facilities await ing completion), they cannot be  f lagged 
as completed since instruction 2  has not completed. Since 
the machine maintains instruction execution results in tem- 
porary facilities until it determines the instruction is com- 
plete, it can back out of all intermediate pipeline operations 
(including the finished instructions) by flushing the pipeline 
and temporary facilities. This lea\,es the executing program 
in an  error-free processing state-that is, at a  point corre- 
sponding to the complet ion of instruction 1. Assuming a  fail- 
ure in the CPU hardware. the physically separate PCE 
examines the pipeline contents. architectural facilities, and 
temporary facilities, and puts them back into a  consistent 
state. The PCE obtains the CPU state by scanning out the 
internal facilities, using totally separate scan clocks so that the 
logic clocks can remain stopped. 

Next. the PCE must ensure that the storage system is con- 
sistent. The storage hierarchy design facilitates this step. An 
advantage of its store-through level 1  data cache is that it 



isolates internal CPU faults. 
Because the shared level 2 
cache contains any critical sys- 
tem data resulting from CPU 
instruction execution, the level 
1 cache copy is not critical and 
can be discarded upon detec- 
tion of an error. 

Instruction retry determines 
whether the failure detected 
was a transient error or a true 
permanent circuit failure. The 
CPU register manager,’ which 
controls out-of-sequence in- 
struction execution, provides 
an audit trail of changes effect- 
ed by incomplete instructions: 
the audit trail is used for check- 
point restart in instruction 
retry. To perform retry. the 
PCE sets the CPU’s internal 
logic state to the state it would 
be in at the completion of 
instruction 1. The PCE then 
steps the logic clocks to see if 
the following instructions exe- 
cute successfully with no errors 

Complete , 
a 

Recover Nonoverlapped execution Overlapped 

Time + Tl T2 

Figure 1. Out-of-sequence instruction recovery (N = instruction at which overlapped 
execution resumes). 

If they do, a transient rrrol reco\,ercd and run on the remaining CPVs. 
exists, and instruction execution recommences. During retr) 
and for some time after. instruction execution is nonover- 
lapped. Each instruction must complete before the next 
sequential instruction is decoded. If retry is successful, nor- 
mal overlapped instruction execution will start. 

If retry is unsuccessful after exceeding a retq threshold. 
the failure is permanent. The computer can tolerate man>- 
permanent faults, especially those in large arrays. Examples 
are the level 1 caches, their directories. a cache of previous- 
ly translated virtual addresses called the directory look-aside 
table, and a cache of previously taken branch addresses 
called the branch history table. In these arrays. individual 
addressable locations and/or groups of locations can be 
deconfigured when a permanent fault is identified. For most 
other permanent CPU failures, the work load must be moved. 
When one of these occurs, the PCE puts the failed proces- 
sor into the CPU check-stopped state. 

Processor availability facility. PAF presents the check- 
stopped condition, the error status details, and the complete 
status of the process in execution to the operating system. 
IVpen examination of the error status. the operating system 
stores the task in the nonnal dispatch queue to allow resump- 
tion of execution on another processor according to normal 
dispatch priorities.” 

CPU check-stop’ indicates severe CPK damage and ter- 
minates processing on that CPU. In a uniprocessor. CPL 
check-stop is the equivalent of system check-stop. and all 
instruction processing ceases. In older models, when there 
was more than one CPU, the operating system would initi- 
ate alternate CPU recovery, which logically removes the fail- 
ing CPU from the system.’ The 982 uses the processor 
availability facility (PAF). which physically isolates the fail- 
ing CPU for repair while the work in progress is completel) 

In the past. lvhen retr) was not successful, alternate CPU 
recover?- rvould abnormally end (ABEND) the task and ini- 
tiate soft\vare recoveq. Depending on the robustness of the 
recover?- and the criticality of the ABENDed task, the work 
load would or nould not continue. For general control pro- 
grant tasks lvhere recoveq is quite robust. recovery was suc- 
cessful. If the task XXX an application. it probably would not 
recover. but its termination generally would not stop the 
\vork load. Honrever. for many subsystem tasks and other 
critical component tasks. it was common for the work load 
to stop. 

With the PAF operation. the task is not ABENDed. and no 
other softxlre recovery mechanisms need he invoked. PAF 
provides on-line reconfiguration. which, combined with con- 
current error detection and fault identification, makes the 
982 :I fault-tolerant processor.- During and after the PAF 
operation, L\;-1 CPL’s continue to execute instructions nor- 
mally, no tasks are lost. and no intemention is required. The 
normal dispatching priority ensures optimum use of the sys- 
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Figure 2. Concurrent CPU repair. 

tern while it is running with one less CPL’. 
Nondisruptive repair. One of our objectives ~3s to pro- 

vide concurrent maintenance for redundant subsystems, 
whether inherent or explicit. Figure 2 shows the procedure for 
concurrent repair of a CPU. The failed CPU must be both log- 
ically and physically isolated from the operational components 
of the CPC. Physical isolation is provided by a power bo~md- 

ary. Each CPU has its own independent power supplies, n-hi& 
are not shared with any other hardware and which can be 
powered up and down independently of the power statlls of 
other power boundaries. Logical isolation is provided by fenc- 
ing, an internal mechanism by which any phpSicdlly connect- 
ed, on-line logical unit disables the receipt of signals from a 
CPU. The hardware automatically invokes fencing. 

The PCE also automatically invokes an auto-call for relydir 
by a customer service engineer. At a time comenient to the 
customer. the engineer performs on-line maintenance: pow 
ering down the CPU boundary, replacing the failed part. PO\\ - 
ering the boundary back on. and putting the CPY back into 
the configuration. Again. throughout this repair process. 
N-l CPUs continue uninterrupted instruction processing. and 
upon its completion, all CPUs are on line. executing tasks. 

The channel subsystem 
This subsystem connects the 9X2 to the I,‘0 control units, 

which in turn connect to the I/O devices: disk and tape 
drives, terminals (usually personal computers), and printers. 

lkcause of the large number of channels, each of which can 
communicate with many de\.ices concurrently, the channel 
subsystem allow5 recovery actions affecting as few I/O oper- 
ations as possible. 

When a program or operating system communicates with 
a device. it first builds a channel program listing I/O con- 
mands (read. write. locate. and so on). central storage 
addresses for data. and several flags controlling execution 
of the channel program.’ Next. the CPI- executes an instruc- 
tion that starts the channel program by placing it on the I/O 
work queue. At this point. execution of the I, 0 operation 
pzsses to the channel subsystem and the CPK is no longer 
in\-olvrd: it is free to do other Iyork. 

One of the I 0 processors (101%) in the channel subsys- 
tem examines the Lvork queue and finds an I;0 operation to 
perform. This processor selects a path and passes the oper- 
ation to the selected channel. The channel then fetches and 
executes the channel program. 

Some operations to I/‘0 devices take a considerable 
amount of time without requiring data. For example, a seek 
operation to a disk may take several milliseconds. To better 
utilize the channel path during these long operations, certain 
bits in the channel program instruct the channel to allow the 
1 0 control unit to disconnect from the channel interface. 
allowing other operations to be initiated to other Ii0 control 
units and devices. As a result. I/O operations are multiplexed 
within a channel. When the I/O device finishes the opera- 
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Figure 3.110 configuration: parallel I/O interface (a); serial ESCON interface (b). 

tion, it interrupts the channel subsystem over one of the a\ ail- 
able channel interfaces. This multiplexing o\.er a channel 
interface requires that the channels themsell-es execute man! 
channel programs concurrently. If the channel detects an 
error when many channel programs are active, the recovery 
algorithm usually affects only the single channel program 
actively communicating over the I/O interface. 

Figure 3 illustrates how S/39Os are attached to I’0 control 
units. Figure 3a shows two control units attached to a system 
by parallel I/O cables; Figure 3b shows the Same connection 
using the serial Enterprise Systems connection (ESCON) 
cables through two switches. Each infommtion route from an 
operating system to a control unit and ultimately to an I, 0 
device is called a path. In both examples, the CPC includes 
two operating systems running on two logical partitions. 

The parallel I/O interface attaches to the IV0 control units 
using a multidrop bus configuration.’ Each of the 35 con- 
ductors (two Y-bit unidirectional data buses and 16 control 
lines) connects the channel to a number of I 0 control units. 
The conductors actually pass through the I,‘0 control units 
until they reach the last Ii0 control unit. where there is a 
terminating resistor (indicated by a “T” in the figure). The 
serial ESCON interface attaches to the Ii0 control units b\ 
means of pairs of point-to-point optical cables. one cable in 

each direction.” “I r The s\\ itches. called ESCON directors. pro- 
\-ide improved connecti\-ity to the I 0 control units.” 

Dynamic path selection. Multiple paths to the I/O con- 
trol units impro\,e system performance. Before the 37O/XA 
architecture ~vas developed. the program or operating sys- 
tem ~1s responsible for selecting the path to the Ii0 device. 
The 370 X.4 architecture further improved performance by 
moving the path selection function into the channel subsys- 
tem. No\v. when an operation encounters a busy condition, 
the channel subsystem can choose another route to the 
dr\.ice. The channel subsystem controls the status of avail- 
able physical connections. the choice of physical connec- 
tion. and the routing of operations. 

Figure 3 sho\vs that an Ii0 command initiated along one 
physical path (indicated by “Command” in the figure) can 
complete along a different path (“Reconnect”) chosen by the 
I 0 control unit-a capabilit!, known as dynamic reconnec- 
tion. The program or operating system is aware only of the 
I 0 devices: the channel subsystem and the 110 control unit 
recognize the physical connections between the system and 
the I 0 device. 

.\lultiple paths to the I 0 control units also provide redun- 
dancy and ha\.e long been a requirement of high-end 
general-purpose processors. Beca~~sc redundancy is inherent. 
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the channel subsystem can exploit it transparently to the 
operating system. Just as the channel subsystem can get 
around busy conditions, it can also get around permanent 
failures in a single channel or channel path. rerouting if a 
channel is no longer available. 

The channel subsystem records status information about 
work queues and data in central storage. A channel that has 
a permanent failure between active I/O operations can be 
removed from the configuration without affecting any other 
in-process I/O operations. Dynamic reconnection, the abil- 
ity of an I/O device to continue an I/O operation with an 
attached channel other than the one that initiated the oper- 
ation, also provides fault tolerance of permanent failures in 
a single channel. If a channel experiences a permanent fail- 
ure while actively communicating with an I/O device. the 
channel subsystem may continue the operation on another 
channel or it may request recovery of the operation from the 
operating system. 

Channel subsystem recovery. In the simplest fault-tol- 
erant design, errors that occur in the channel subsystem 
would be recovered by the program or operating system. 
The channel would simply indicate the error to the program 
or operating system, which would then carry out the appro- 
priate recovery action. Sometimes this recol7et-y action would 
be to repeat the operation. Other recovery actions might be 
more complicated, involving a sense operation to the Ii0 
device to determine the state before retying the operation. 

Unfortunately, some older I/O devices and the programs 
that drive them cannot recover from transient errors. An 
example is a punched-card reader, which cannot back up 
and reread a card. When the reader presents an error to the 
program, the application is terminated, and human inter- 
vention is required to get the application going again. A sim- 
ilar situation exists when errors cause a loss of knowledge 
of the tape position in older tape drives. To handle such less- 
than-perfect recovery by the program, a robust recol-ery 
scheme in the channel subsystem keeps many of the errors 
from reaching the program. Newer Ii0 control units and 
devices, especially disk drives, are much more recoverable 
by software. 

Since not all devices are 100 percent recoverable by soft- 
ware, the channel subsystem should recover from as many 
transient errors as is practical. Therefore, in the 9X2. a chan- 
nel can recover from transient errors within itself and from 
errors on the I/O interface. The IOPs and channel buffers 
can also recover from transient errors: hoxvever. the reco\-- 
ery of these elements sometimes affects multiple channels. 
Another goal of channel subsystem recovery design is to limit 
the scope of the recovery actions so that they affect as fen 
channel programs and I/O devices as possible. The 982‘s 
design limits the scope of recovery by defining three types 
of recovery actions in the channels and other. more drastic 
recovery actions for the IOPs and channel buffer. Some of 
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these actions involve handling passed errors. If a channel or 
an IOP receives an error return code from a central storage 
operation running on its behalf. the central storage operation 
keeps running and the error is passed to and recovered by 
the channel or IOP. 

The first, most limited vpc of channel recoveq action ban- 
dies errors on the I/‘0 interface. On the parallel interface, 
these errors are most commonly parity errors on the data 
bus. On the ESCON interface, these errors are due to bit 
errors on the serial link, and may be much more frequent 
than errors on the parallel interface. This recovery action 
affects only the device current11 communicating on the I/O 
interface. If the channel detects an error. it can signal the 
de\-& to attempt a command retr). If the device detects an 
error. it can request the channel to ret? the operation. If the 
recovep action is successful. the channel program is not 
interrupted and recovery is transparent. 

The second type of channel recovery deals with either 
internal or passed errors, which can be recovered by the 
channel itself without intenention by another element such 
as the PCE. In this case. the channel determines that there has 
been no damage to information describing the status of the 
multiple I;0 operations. At most. the channel may have to 
terminate operation of the device logically connected to the 
channel at the time of the error. If an I,‘0 operation is ter- 
minated. the channel program will see an error condition 
and perform the recovery operation. 

The third type of recovery action also handles either inter- 
nal or passed errors, but these errors damage critical infor- 
mation in the channel. In this case. all I/O operations 
terminate and the channel restarts. All the channel programs 
using the channel receive an error indication, and they all 
perform their recovery actions. 

Recovery of the IOPs depends on the integrity of the chan- 
nel subsystem control blocks in main storage. At most, if an 
IOP has an error while it is locking a control block, the other 
IOP or the PCE can determine m-hich control block is locked 
and perform the appropriate recovery action for the affected 
I,0 operation. If an IOP has a permanent failure, another IOP 
can rake over the work without a loss of channels. When the 
channel buffer has an error, recovery involves purging all 
storage requests from the channels and IOPs and purging all 
communication buffers betmeen the IOPs and the channels. 
After the purge, all the IOPs and channels are sent a signal 
indicating the purged condition, and it is then up to each ele- 
ment to perform its own recovery. This purging and notifi- 
cation of lost storage requests and communications is another 
epe of passed error unique to the channel subsystem. 

ESCON configuration advantages. The ESCON Multiple 
Image Facility (EMIF) allows channels to be shared by mul- 
tiple logical partitions. Returning to Figure 3, each parallel 
channel is dedicated to a particular partition. The serial 
ESCON channels use an additional interface protocol that 



allows individual channels to be shared by multiple logical 
partitions. This means that fewer channels are needed to pro- 
vide all the necessary connections between the CPC and Ii0 
control units. As a result, the configuration uses fewer I,‘0 
cables while maintaining redundant paths for performance 
and fault tolerance. 

ESCON supports dynamic reconfiguration managemenr, 
the ability to change the I/O configuration and describe these 
changes to the operating system while the system is running. 
I/O control units, devices, and channel paths can he added. 
deleted, or modified. The ability to add and delete channel 
paths adds more concurrent repair opportunities. For exam 
ple, one can repair a trunk cable by supplying alternate paths 
and then removing the damaged trunk cable. 

Hot pluggable channels. The 982 design allows remo\.al 
and replacement of individual channel cards concurrently 
with continued operation of the rest of the CPC. Each chan- 
nel has a dedicated interface to the rest of the channel sub- 
system logic; no signals are shared with any other channel. 
These unique interfaces allow channels to be individually- 
isolated (or fenced) from the rest of the system. On the other 
hand, up to 128 channels are on the same power boundar);. 
This presents a challenge for the power supply isolation of 
a single card. 

Our implementation involves multiple-length card-to- 
board pins, which allow a card to be inserted and removed 
from an active board without introducing electrical noise in 
the remaining cards on the same board. The channels on 
those cards continue to execute I/O operations without inter- 
ruption during the removal or replacement of the perma- 
nently failed channel card. 

Figure 4 shows how the multiple-length pins gradually 
charge the load when a card is inserted into rhe board. As the 
card is inserted, the longest pins (numbered 1) make contact 
first. These pins are the ground connection. The nexr pins to 
make contact (numbered 2) supply power to the drain of an 
FET (field-effect transistor). The third-longest pins (num- 
bered 3) supply the gate voltage to the FET through an RC 
(resistor-capacitor) network. At this time, the power supply 
voltage on the card is being slowly increased. preventing a 
large inrush of current to charge the high-capacitance load. 
When the card is fully inserted, the shortest pins (numbered 
4) are contacted. These pins connect the board power direct- 
ly to the card load. This pin length is also used for all card- 
to-board signal connections. 

Detection of a permanent channel failure initiates an auto- 
dial for concurrent channel maintenance. Automatic main- 
tenance procedures assure that the channel or channels on 
that card are taken off line. LEDs on each ESCON card allom 
each channel to indicate its on-line/off-line mtus. Every card, 
ESCON or parallel, also has an on-line maintenance LED. 
activated when the customer senice engineer initiates con- 
current channel maintenance. This positive visual indication 
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Figure 4. Hot plug charging 

assures that the correct card is replaced. I$ providing phys- 
ical and logical isolation of individual card-on-board chan- 
nels. the 982 allows channels to be repaired concurrently. 

Storage hierarchy 
The 982 has a four-level storage hierarchy. and fault tol- 

erance is extensive at all levels. Level 1 is the high-speed 
cache of each CPL‘. It is divided into a 12%Kbyte data cache 
(level 11)) and a 12%Kbyte instruction cache (level 11). The 
basic data element of both caches is a 12%byte line, and both 
caches are four-n-ay set associatix e. Address nlapping allon-s 
each line of dara to be stored in any one of four sets or 
columns but always in a specific one of 256 roles. Level ID 
is store-through cache to the next hierarchical level, the level 
2 cache. Data changed b\- the CPLT in level 1D is also held 
in an ECC (error correction code) protected buffer until its 
successful receipt 1,). le\-el 2. 

Level 1 has parity for error detecrlon. refetch for transient 
error recovery. and line delete, set delete. and relocate for 
hard error reco\.ery. Line delete reduces to three the mm- 
her of columns available in a particular row after a hard fail- 
ure. Set delete reduces all rows to three columns. Beyond 
certain column thresholds. line delete is superseded by relo- 
care. which uses built-in spare rows on rhe array chips to 
circumvent hard failures. See Spainhower et al.” for details 
of level 1 fault tolerance. 

Level 2 is a store-in cache to rhe nrxt hierarchical level, 
central storage or level 3. Level 2 has a current copy of all 
le\ el 1 data. In the 982. there are two +-X’lbyte level 2s. each 
having data affinity with its local le\.el 3. Le\,el 2 has a GLt-data 
and 8-syndrome bit. single-error correct. double-error detect 
ECC for checking and recover) from single-bit transient and 
permanent errors. For multibit permanent error recoveq. 
level 2, ivhich like 1~~1 1 is four-way set associative, has line 
and set deletes. 

Central storage. also known as level 3. has a 2-Gbyte total 
capaciv. It is protected II\- a &data and X-svndrome bit. sin- 
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gle-error correct, double-error detect ECC for single-bit 
errors, transient or hard. Each bit of the ECC word comes 
from a different array chip. so all single array chip failures are 
correctable. Combinations of one hard and one transient or 
two hard failures in one ECC word are corrected by an algo- 
rithm using an exclusive-OR of complemented and recom- 
plemented copies of the word. Spare memory chips are 
dynamically activated when certain single-chip thresholds 
that increase the likelihood of multibit alignment are exceed- 
ed. When multibit hard errors are detected. the CPC notifies 
the operating system to stop Losing the storsge location. 
Spainhower et al. ” includes a description of central storage 
fault tolerance. 

Expanded storage. or level 4. is a high-speed electronic 
storage for frequently used data that XVould otherw%e be 
stored on magnetic devices. Level 4 data is transferred to 
level 3 on i-Kbyte-page boundaries. Le\-el -f is protected b) 
a 12%dara and 16.syndrome bit, double-error correct, triple- 
error detect ECC. Like level 3. it uses an exclusive-OR algo- 
rithm to correct beyond the power of its code. Also like lel.4 
3, level 4 has spare array chips. 

Throughout the storage hierarchy, addresses. storage pru 
tection data, and other control information is protected b) 
ECC, duplication, set deletes, line deletes, relocates, or some 
combination of these. All major data paths within storage 
control have ECC. 

The support subsystem 
The power and cooling subsystems make wide LLS~ of 

explicit redundancy. In the case of power supplies. fans. and 
blowers, all the redundant elements are normally active. The 
load is split across one more element-power supply. fan. 
or blower-than is necessary to meet physical requirements. 
An advantage is that the elements normzall~- operate in a der- 
ated, less-than-full-capacity mode. This improves the relia- 
bility of many component parts. Also. regardless of v,hich 
element fails, those necessary to provide uninterrupted 
power or cooling to functional elements are already config- 
ured and on line, eliminating any delay due to start-up or 
switch-over. The remaining elements simply increase their 
contribution to meet the needs of the load. A third advantage 
is that all the elements are known to be operational Lvithout 
latent fault diagnostics or procedures. 

The power supplies, fans, and blowers can be repaired 
concurrently with continued operation of the 982 M.ith no 
performance degradation or service outage. Visual indica- 
tors and interactive guided maintenance procedures assist 
service personnel in identifying elements to be replaced. For 
extra protection. each type of power supply has a unique 
connection configuration to prevent misplugging.” 

Pumps for water cooling are also explicitly redundant but 
use an idle-srandby scheme. To avoid situations \vhere the 
active pump fails, only to switch to a backup that has a latent 
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fault. the PCE periodically switches from the functional active 
pump to the idle pump. If the idle pump is not working, the 
PCE makes another sv,5tch-o\-er and places a call for service. 
If the idle pump is functional. it changes roles with the active 
pump until the next scheduled sw?tch-over. 

The PCE has active and backup sides. Each side is an iden- 
tical. complete PCE system with processor. memory, and 
disk. The backup scheme is active stundby. The active side 
of the PCE performs all needed ser\-ice and system functions 
for the 9X2. The backup side constantly runs diagnostics. The 
t\yo sides are in regular communication via “heartbeat mon- 
itoring.” If the backup detects itself in error, it places a ser- 
\-ice call while the active remains in control. If the active side 
detects itself in error, or if the backup does not receive heart- 
beat signals from the active , a sv,+tch-ol.er takes place. The 
backup becomes the active side. and places a service call. 
When a side is being repaired. it is placed in a third mode, 
sen?ce mode. Service mode is also used to apply updates to 
the microcode (formally called licensed internal code). 

The PCEs. IOPs. channels. and CPlJs all have microcode. 
Senice personnel usually can change the CPC‘s current active 
microcode le\-el without any downtime. IMicrocode changes 
can be do\~nloaded via TP link to the PCE disk at any time. 
The PCE is placed in service mode, and the backup side disk 
merges the changes with the current code to form the new 
microcode le\ el. The new level is then written to the active 
side and the appropriate control storages within the CPC. 
The backup side is taken out of service mode and returned 
to backup mode. The one exception to this is a physically 
partitioned multiprocessor-for example. one 982 operating 
;IS t\vo independent four-n-ay CPCs. In that case, each side 
of the PCE is normally active and dedicated to one of the 
multiprocessor sides. 

ON A SOLID FOUNDATION of concurrent error detec- 
tion, Node1 982 uses many different techniques to achieve 
fault tolerance. Subsystem functions nlainly determine the 
techniques used. The support subsystem uses traditional 
explicit redundancy for the PCE. po\ver supplies, water cool- 
ing. and air cooling. The implementation for each of these 
is different. suited to the particular subsystem component. 
The memos hierdrch)- uses a wide range of well-known 
techniques. including ECC and duplication. to ensure thdt 

data and control infomiation are presened and that the CPC 
continues operation e\.en after a permanent failure. The 
implementation is customized for each nlajor array in the 
mcmon- hierarchy subsystem. 

The CP17s and channel subsystem have extensive recov- 
t3y mechanisms to survive transient and permanent faults. 
These tn-o subsystems also achieve fault tolerance by grace- 
fully &grading after a permanent hardlvare fault. The big 



advantage of this design feature over more common explic- 
it redundancy is that it permits full performance almost all the 
time and degrades performance only when a failure occurs. 
We have measured the mean time between permanent fail- 
ures of a CPU. for instance, in decades. The inherent redun- 
dancy of multiple CPUs and multiple channels that exist 
mainly for performance also contribute greatly to the 982’s 
fault tolerance. Q 
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